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Foreword
James Kernan

It’s a Great Time to be a Small Business Owner!

This book is for busy entrepreneurs who want to in-

Recent advances in technology can put Small to Mid-

programs explained inside the chapters of this book.

day. So we decided to join forces to create this book to 

of technology so you can compete in a world where 
change is happening at an extremely rapid pace. We 

delivering products and services to your clients using 
old tech solutions. We are here to help.

Let me tell you about the authors of this book. You’ll 

their deep knowledge. You’ll learn about best practic-
es, personal thoughts, and real world stories between 
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the pages of this book. These authors work with clients 
exactly like you. They intimately understand being a 
business owner in today’s challenging economy is very 

of, focus on, complete, not complete, etc. You get the 
picture!

The contributors to this book want you to succeed. 
They have taken time away from their business to cre-

-
tions, you are encouraged to reach out to the individual 
authors. But don’t think any of them are only experts in 
the topic area of their chapter. Each one of them have 
knowledge in a broad range of technology topics. They 
can help you from a location far from where your busi-
ness operates too. 

In all the years I sold technology, my success came from 
explaining the proposals in a simple way. We provide 
“A solution to your business problems.” If technology 
cannot show you how to make more money, or save 
more money, it never makes sense to move forward. 
Technology should provide solutions, or you should 
not even consider them for your business.

My name is James Kernan and I am the owner of Ker-
nan Consulting. I have worked in the technology in-

my career, my teams have developed, grown, and sold 
several successful IT companies. Now, in the second 
part of my career, I work as a Business Coach and Peer 
Group facilitator. 

-

have helped more than 500 business owners, in six 
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Groups, Leadership/Sales Training, 1-on-1 Coaching, 
Group Coaching and Online Training Programs.

-

I feel passionate about helping others exceed their per-
sonal and professional goals. As a networker and con-
nector, it’s important for me to share these gifts so each 
client of ours can achieve more than they would have 
on their own.



Pa
ge

 4
James Kernan is the author and 
founder of, The Mastermind Peer 
Groups, the 36 Month Millionaire 
Program, and recently published, 
Leadership Essentials for Successful 
Executives and Business Tips. For the 
past decade, James has served as a 

Principal Consultant for Kernan Consulting and pro-
vides Coaching, Advising and Mentoring programs to 

One on One Coaching, Peer Groups and online training 
programs. 

to watch.” And when you review his 25+ year track 

growth for IT companies, you don’t need to wonder 
why. His sales teams have sold over 1 billion dollars in 
technology goods and services over his career.

www.KernanConsulting.com

888.VAR.COACH

James@KernanConsulting.com
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FREE DIGITAL BOOK

Right now, you hold in your hands a 
very informative book with the power to 
streamline your operations and increase 

you will read once and forget it. Instead, 
it will be a resource to you as you im-
plement the concepts and strategies one-

at-a-time. With this book, you will have peace of mind 
knowing you have much more information than you 
would get any other way. In fact, this book is written 
for those business owners so busy, they don’t yet know 
what they don’t know.

We want to make the book as valuable as possible to 
you, so stop what you are doing right now and go get 
your free digital version of the book. With more than 
100 hyperlinks to provide more information, this book 
is a whole library of things you may want to learn. Hav-
ing the book in multiple formats will allow you to ac-
cess the information when you are waiting…in line, at 

Sneaking in a little knowledge from your smartphone 
is simply smart.
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You have two ways to claim your free digital version 
of this book:

1. You can simply write your name on the copyright 
page of the book and snap a photo.

2. Or take your photo holding the book.

Send your photo to 
https://KernanConsulting.com/contact

automatically.

Request the Free eBook Now: 
https://KernanConsulting.com/contact
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Introduction 
How to Get the Most from 

This Book
Kate Frank

-
ing in a sea of technology and know some of the tech 
solutions will help them. The owners just don’t have 

you, this book has been written for YOU!

There is no shortage of software and hardware solu-
-

itability of your business. You don’t have time to con-
sider each and every option. If your company is like 

The good news is wherever you are on the spectrum of 
implementing technology into your business, you will 

How to Read this Book

Respecting the fact you may have little time to read, 
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-
ferent sections. We also made the Table of Contents 

you want to check out, you can click on the chapter 
heading in the Table of Contents and be taken directly 
to the information you want.

If you are holding a printed book right now, you may 
-
-

ital version of the book. Just send a photo of yourself 
holding the book, or the copyright page with your sig-
nature using this link: https://KernanConsulting.com/
contact.

What You’ll Find Inside

Each of the authors of this book are an owner of a Man-

you face every day. As an MSP, their companies are 
charged with taking care of the technology needs of 
their clients for one, easily budgeted, monthly fee. As 
their client, you wouldn’t have to worry about the costs 
of a technology disaster in your company.

Yet, most SMBs will have a disaster before they look 

their current tech setup. The disaster could be a data 
breach, network outage, aging hardware, or outdated 
software. Anything can be a tipping point forcing you 

become.

Some business owners see technology as a cost – a nec-
essary evil. While it does cost money to fund your tech-
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center. IT has the power to streamline your business 

will want to take things one step at a time, but this is 
another reason to hire an MSP. They can design a clear, 
step-by-step plan for implementing your technology 
goals.

The Basics

-
mentary. It’s anything but. You must check it out. 

The second chapter starts with a personal story about 
losing almost $50,000 in the early stages of his busi-

-
rity. His two-man operation learned a valuable lesson 
about priorities.

third chapter not only has excellent advice, but it also 
gives you many links to other resources for you to learn 
important lessons about leading your team. 

As your business grows, you cannot remain the person 
who does everything. The fourth chapter will help you 
make decisions about hiring or outsourcing in the most 

about budgets and resources.

Staying Competitive with Tech

Cybersecurity is a growing threat to all business. What 

Introduction
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as a desired target because so few of them take the 
proper precautions. 

At some point in company, word-of-mouth is not 
enough and marketing becomes essential. The seventh 
chapter will help you make smart decisions about pro-
moting your business.

The 2020 COVID crisis caused many companies to 

to this way of working in chapter eight. 

-
ner like an MSP. While you may want to consider this 
option, choosing the right provider can be tricky. Get 
some practical ways to compare providers in chapter 
nine. 

In the cybersecurity chapter earlier, you learned about 
-

pens when the bad guys attack your systems. 

Ways to be Ahead of Your Competition

cloud.” Yet, this overused and misunderstood word 

business than a larger company. The chapter about 
cloud services will help you sort it all out.

A failure to communicate can hurt any business. 

co-workers and clients, it feels a bit unmanageable at 
-

munications can solve those growing problems. 
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Threats to your business can come from a lot of dif-
ferent places. Unifying your threat protection can help. 

Your business could collapse from one event – natural 
disasters and security threats are everywhere. In chap-
ter fourteen, you’ll learn how to develop a plan for con-
tinuing your business after such threats. 

Today’s leading companies are often managed from a 
handheld device. When business intelligence systems 
are set up correctly, all the metrics and indicators can 

will learn of the business intelligence tools you can use 
to operate in this way.

Final Thoughts

It has been an honor and privilege to be involved with 
this book. I’ve looked for other books with similar val-

a small price for a massive amount of knowledge and 
helpful information. 

Congratulate yourself.

It’s a good life,

Kate Frank, Editor

Introduction



Section One

Basic Needs for 
Small Business
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Chapter One 
Technology 101

Umut Bitlisli

Based on the title, you may expect me to give you a 
basic primer on how technology is important to your 
business. Or you may expect me to review all the ubiq-
uitous technology available to small businesses. I’ve 
chosen to give you something I think is more valuable. 

The truth is technology options, and education about 
their use, is everywhere. You can learn about them with 
a Google search. Yet, most of the time, learning about 
these options will not give you the competitive edge 
you need for success. The market is saturated with this 
information. Instead, as an early adopter to these tools, 
I’m here to tell you the technologies I use to take my 
business to a higher level of success. I know they will 
help you as well.

The 5 Technologies I Use 

-

-
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ing SPEED AUTOMA-
TION, and by helping us CONNECT with prospects 
through a PLATFORM to serve and MONETIZE 
products and services.

SPEED

Faster is better. Let me tell you a story to illustrate its 
value.

next purchase was a dial-up modem. The device let him 
connect to the internet using his family’s house phone 
line. Since the phone was constantly busy, another line 
was purchased.

Back in Mike’s bedroom, his 14.4k modem was con-
sidered one of the fastest speeds available at the time. 
He was buying and selling things on eBay. When he 
had competition selling the same commodity item, the 
amount of sales you could do in an hour was greatly 

a faster connection could sell more per hour than him, 
just because their system could handle more simulta-
neous sales.

On another note, eBay had a common vulnerabili-

someone, you just needed to do it faster than they did. 
Bidsniping software, along with a faster internet con-
nection, is clearly an unfair advantage.

Although this example is based on an old scenario, the 
-

technologies giving faster speed.
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Solid State Disks (SSD): If you have a modern 
computer, chances are you already have a sol-
id state disk. These are the same kind of disks 
used in tablets and smartphones. If you don’t, 

use a spinning platter and the speed is largely 
dependent on how fast it can spin. Solid state 
drives have no moving parts, an SSD gets at 
least four times the speed of a traditional HDD. 
The newer SSD options can get 10 times the 
speed.

Mesh Wireless Networks: Mesh wireless net-
works will improve coverage, speed up the net-
work, and eliminate many of the hassles you 
have with the older systems. Traditional Wi-Fi 
routers create dead spots, even with a repeat-
er based Wi-Fi system. These old systems also 

When you want a more robust solution, mesh 
wireless networks are the way to go.

Mesh builds upon itself, so to understand a 
mesh network, imagine you have a group of 
ants that need to reach a hole located in the di-
rect center of the ceiling of a room. Sure, they 
could walk up the walls. But if they want to go 
directly to the hole, in a straight line, they could 
stand on each other’s shoulders to create their 

com, and eero.com. Don’t be confused about 
these websites talking about home installation. 
Most SMB’s can use this type of system easily.

Technology 101
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Online Scheduling Software: My biggest frus-
tration was setting appointment with new pros-

-
-

endar. Now I had a link to send prospects I want 
to chat with easily. With a little automation, the 
program connects with video teleconferenc-

streamlined tool to meet with people without 
going back and forth. To see how it works, here 
is my link to schedule calls: https://1x1.allcom-
putersgo.com/optin23972609

AUTOMATION

When you automate tasks, your reward is something 
you can never get back – TIME! Life’s measured by 
TIME. Automation is Life.

I use a service that connects my apps to each other. It 

can build automations in minutes. I’m able to automate 
-

looks up the number and correlates it to my database 
-

tomer called. It’s great knowing when your clients call, 

a DropBox folder each time I log a new opportunity 

possibilities are endless and a lot of automations are 
prebuilt for you.
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CONNECT

As a result of meeting Darren Virassammy of 34 Strong 

business increased by 50%. I have more free time than 
I’ve ever had before, although I am not doing any tech 
work!

Let me explain how this happened. Darren’s company 
uses strength-based testing and training to help put the 
right people in the right roles in your business. During 
his coaching he explained I had a strong technical back-
ground, but it was my relationship skills were what 

team and we were able to extract myself from the day 
to day technical operations of my business. Then Dar-

help, we need to move you into a one-to-many struc-
ture. You can help more people.” So that year I went 
from doing technical jobs and onsite work to learning 

50% and I am not complaining.

One-to-Many Favorite Zoom: Remember Hol-

-
ferencing. It makes it easy to connect to pros-
pects via the internet. Its power is in its simplic-

for prospects via computer, tablet, smartphone 
or even a land line telephone. I recently taught 

-

Technology 101
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and I put a limit of 30 people on it. Believe it 
or not, I actually had closer to 50 people show 
up. You can access the landing page I used here 

-

record videos and share them. If you’d like a 

send me an email to hello@umutbitlisli.com 
and I’d be happy to send it to you. Other video 
conferencing tools are: Webex and GoToMeet-
ing.

PLATFORM

My favorite platform is Facebook Groups. The cost is 

I joined several business Facebook groups about 3 

traded knowledge. I made friends and feel it’s the sin-
gle best thing I did to help my business grow.

joined them. Immediately I got answers to questions 
I’ve had for years. I found user reviews on products 

of my business. In some ways I was ahead of my peers 
and in others I was behind. What a wonderful way to 
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connect and share as the social creatures we humans are!

After you fall in love with groups, consider starting your 
own group on Facebook. I don’t recommend groups on 
LinkedIn. They are dead as of this writing. If you have 
reservations to joining Facebook, or want to keep your 

way to grow your business if you can get over those 

afraid to let people know what you do for business and 
you’ll get further in Facebook. 

MONETIZE

If I told you I built something in 1.5 hours and it gen-
erated almost $10K to date in direct sales, and nearly 
$500K in contracts, would you believe me? Well, I did.

Landing Page Software: I took a service we 

page, added video, and added the ability to ac-
cept payments. It was October of 2018 and I 

is Cybersecurity Awareness Month, I want-

Facebook breach. The software I used for the 
-
-

plate based, easy to use websites called landing 
pages. On these landing pages, prospects learn 
more about your product or service and can 

Technology 101
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takes minutes to set up. I couldn’t believe how 
easy it was. The money gets deposited into my 
account within 2 days. How cool is that? Want 
to see my original landing page? You can see 

-

Digital Signature Software: This tool provides 
secure signature capturing through a computer 

-
er closure of your deals. This is how it usually 

time, so what do you think?” If they answer yes 
you send them a quick agreement for them to 
sign. With digital signatures, you can use the 
momentum of that high state of agreement to 
get the signature immediately. It makes for a 
quick happy ending, as opposed to a long, 
drawn out sales cycle. As I said earlier, faster is 
better. A few examples of digital signature pro-

-

Features to consider:

Mobile signature support so people can sign on 
their smartphones.

Audit trail, so you can track document changes, 
view time stamps, and verify ownership chang-
es.
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Authentication, you can authenticate who the 
person is and even where they are when sign-
ing.

Technology 101
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Chapter Two 
On Premise Security 

& Surveillance
Travis Barker

I got a phone call one Sunday afternoon on July 3rd. 
The voice on the other end of the phone line was my 
partner. His voice was cold, short, and it cut me to the 
bone.

I hung up immediately and drove as fast as I could to 

Nothing was out of place. Things didn’t appear to be 
missing. But as I walked through the building and saw 
the back door, I knew the truth of the situation. 

The door was busted down. Both doors were knocked 

steel door was not enough to prevent the break in.

When we started looking more carefully, it was clear 
things were missing. Tools, equipment we had pur-
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chased for client projects, cash, inventory and more. In 
total, our losses were about $50,000 of damages.

We were a young business. Since we had only been in 
business a few years, this $50,000 loss was a massive 
hit. I called our insurance agent to check on our cov-
erage. I was told we were good and not to worry. The 
next day was July 4th and I could sleep well until it was 
discussed in more detail on Tuesday.

Little did I know how far south that assurance would 
actually go. Despite the assurances from my insurance 
agent, we didn’t get a settlement. The insurance com-
pany denied our claim immediately. We weren’t ready 
to give up. But each time we talked to them; they of-

The little bit of security I thought I had was gone. It felt 
like I was being robbed again. The insurance company 
robbed me of my time, my focus, my stress levels and 
more. I even contacted an attorney because I was cer-
tain the insurance company was not being fair or hon-
est. His response was not what I expected. He laughed.

After he laughed, he told me going up against an insur-
ance company rarely gets the insured person a remedy. 
He said he would blow through more than $50,000 in 
no time at all and we still wouldn’t get our money back. 

Not just once did I get sucker punched, but twice. It 
was also twice the lesson to be learned.

On Premise Security for Your Business

I told the deeply personal story because you may think 

thought this too. But taking extra security measures 

On Premise Security & Surveillance
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would have cost me a tiny little percentage of the mon-
ey I lost that day. I don’t want you to experience this 
type of horror story.

Before we dive into your business premise security, 
let’s look at a few statistics. In its semi-annual report of 
crime statistics, the FBI released these numbers. A bur-

it’s a pretty big number. If you are in a rural area, rates 
of burglary are higher than in big metro areas. Near-
ly 49% of those who have been robbed added security 
features after the break in happened. Before being af-

premise security. The burglary gave them a wake-up 
call. 

shop, your place of business. What is the last thing you 
do? Sit with this question for a moment and let your 
mind think about how you spend your last 5 minutes of 

your building.

Why do you do that? What is the purpose of locking ev-
erything up? The obvious reason is to keep the would-
be thieves away. Should you be doing more? The an-
swer is probably yes. Let’s talk about why.

Integral Part of the Business

Security, in its entirety, is an often down played part of 
a business. This is particularly true if your business is 
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From experience, I can tell you it is as important, if not 
more important, than cyber-security and other parts of 
your business model. 

To be successful though, you need a Physical Secu-
rity Plan. It starts with a risk analysis and an under-
standing of your goals or Key Performance Indicators 

each business should invest about one percent of their 
gross revenue on premise security. Larger businesses 
may be able to spend a smaller percentage. If we would 
have invested $1,000 in premise security measures, we 
would have greatly reduced the chance of the robbery 
we actually experienced. 

Keep in mind, even if there is insurance in place to cov-
er your losses, a theft can cause your business to expe-
rience loss of time and money. With adequate insurance 
you still must wait until the vehicles, tools, inventory, 
and equipment are replaced. More than likely, after you 
make an insurance claim, your premiums will go up 
too. Taking the right measures to assure the physical 
premises of your business are secured is the most eco-
nomical approach to avoiding loss.

One of the principles of running a business is to have 
30 day, 90 day, and annual goals. While other chap-
ters will cover this topic, it’s important to remember 
the same level of attention to your decisions about the 
physical security of your business. It makes sense to 
increase your security expense as your business grows. 
With the KPIs we have discussed earlier, you can ana-

information you will be able to determine what else 
you can do to secure your business even more.

On Premise Security & Surveillance
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Like you do as a business owner, thieves look for op-
portunity. Putting premise security measures into place 
makes your business less attractive to people whose in-
tention is to do you harm or those who just want to take 
what belongs to you for their own purposes.

Now that you have some heightened awareness, let’s 
talk about what physical security actually looks like. 
Most people have an idea because they have seen it 
in a movie. Real life physical security measures will 

chapter is written to help you make decisions for your 
own business. It is meant to be very easy to digest, and 
should make it easy to pick and choose which options 
apply best to you and your business. 

When we work with clients to do a risk assessment, 
we spend a lot of time determining exactly what is at 
risk and what is important to the business. You can do 
a lot of this yourself. Even, after reading this chapter, 

security consultant, being armed with this information 
will make things much easier on both of you.

We are going to break down each of the three simple 
parts:

1. Access Control – This is simply who gets ac-
cess to where and what. This section will tell 
you some ways you can control such things. 

2. Surveillance of Access – What should you do 
to monitor the access control you have in place.

3. Testing Security Controls – Testing will en-
sure your access controls are proper and the 
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methods for surveillance are accurate.

What Does Access Control Look Like?

This aspect of your security is simply about who gets 
access to where and what, plus how you control the 
access. When most people talk about access control, 
the typical idea is the remote door control system. You 
may have to swipe a badge, unlock a door, or some-
thing similar. A true physical security plan includes 
much more encompassing access control.

Think of access control as every aspect of how to iden-
tify, allow, and disallow access. This will apply to your 
business locations, equipment, and potentially even 
your customers. We accomplish this at the basic level 
by identifying the person.

Identifying the Person: What method do you use to 

You instinctively draw your attention to the person’s 

become the next victim of your question about where to 

It’s understood and it works. Not only does it help your 
customers identify you, it also helps your employees 
identify each other.

-
ees may not all know each other. Providing an easy way 
to identify them and associate them with your business 
is one way to regulate access. 

On Premise Security & Surveillance
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We can’t rule out human error or malicious intent. What 
if someone has a uniform, or crafts a name tag to gain 
access? That’s where RFID badges can help. If you 
aren’t familiar with the term, RFID stands for Radio 

implanted in an object, such as a badge. This chip can 
allow you to know who is in the building and where 

for each person to have access to your facility.

Visitors or contractors should also have a means of 

employees can identify them as a guest. You should 
also regulate where people enter your business. Ideally, 
you will have only one way to enter your building. You 
will probably still need exit only doors to comply with 

door, you can see each employee as they enter. And you 
can have each guest sign in with their name, the time of 
arrival, and where they are going before they are given 
a guest badge.

However, for better security, these employee, visitor, 
and contractor badges should have RFID technology. It 
will allow you to predetermine where the person is al-
lowed to go and notify you if they try to go elsewhere.

Beyond simply letting you or your employees identify 
if someone isn’t where they should be, it can safeguard 
more than you may anticipate. The guest could pos-
sibly be a disgruntled ex-employee who means to do 

make the person think twice before they try any mali-

need to ensure all areas are secured, restricted areas are 



Pa
ge

 2
9

designated, and policies have been set.

Controlled Access

-
ical Security Plan is knowing what you want to protect. 
Let’s start with a few simple things:

Utility or mechanical rooms

Server and networking equipment

Filing cabinets with sensitive information

This list is short and small to get your mind thinking 
about what could need limited access. You may want to 
also consider these questions: If a thief gained access to 
your property, what is most likely to be stolen? Where 
do you store your proprietary information regarding 
your business? What personal information do you store 
about your clients and employees? What others could 

How would a thief most easily get access to your prop-
erty? How easy would it be for someone to steal from 
you and get away without being detected? 

When you have selected your KPIs based on where you 
need to limit access, we can discuss how to limit access 
in the best way to meet your goals.

The basic, no brainer solution is to put locks with keys 
on doors, cabinets, and desks you don’t want everyone 
to access. Step it up a notch, and we can talk about 
doors or cabinets with magnetic locks which can be re-

RFID badge. 

Depending on the level of security required, gated and/

On Premise Security & Surveillance
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or guarded access may be warranted. A receptionist can 
double as an entry point guard at the front door. You 
can also have someone stationed to strictly watch and 
allow access to sensitive areas.

The last piece of controlled access is an alert or alarm 

a place so that if a door is opened when it shouldn’t 

allows swift and corrective action taken with minimal 
damage done.

Surveillance

It’s not enough to have well controlled access in your 
business. Any good Physical Security plan includes 
surveillance procedures. The simplest form of surveil-
lance was discussed earlier with visitor and employee 
logbooks. The ability to monitor the activity happening 
in your facility is enhanced when you use RFID sys-
tems which will record the movement of everyone on 
the premises. These access control system logs created 
by your controlled access procedures can be very use-
ful.

You probably want to be able to see what is happening 
as it happens and record activity for when you might 
need it in the future. Surveillance cameras are used in 
almost any business these days. Remember, it is your 
responsibility to handle any safety and theft issues 
when they arise, whether they occur during your busi-
ness day or after hours.

Cameras placed in strategic places around your facility 
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Deter trespassers, vandals, and thieves

Collect evidence when premises are breached

Protect against liability claims

Assure employee safety policies are followed

Track customer and/or employee behavior

Improve business practices based on the data 
collected

What you may not consider is the peace of mind and 
time savings of having a remote camera with cloud 
access. Whether you have a nagging question about 

can quickly tap into the camera system from anywhere 
on your phone. You will be able to tell if you need to 
take immediate action.

Another way to practice surveillance is with motion de-
-
-

terrence to criminals entering your business property.

Case Study: You might be surprised what type of busi-
ness uses the most premise security in my area of Ne-
braska. Livestock protection is critical to our economy. 
One of our clients has ten layers of access control to 
their barns, pastures, and other parts of their operation.

-
-

a respiratory disease for pigs of any age. In some areas 
of the U.S. the disease is epidemic. It is present any-
where in the world where pigs are grown. The disease 

On Premise Security & Surveillance
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can be present in a herd even when there are not any 
signs of infection. It is said to be the most important 

The virus survives outside the host pig in the feces, se-
men, urine, mammary glands, and nasal secretions of 
the infected pig. Needless to say, an outbreak on a sin-
gle pig farm could easily bankrupt the operation very 
quickly. The expense of physical security is small when 
compared to the expense of an infected herd.

Testing Security Controls

One of the things our team feels is important is educat-
ing our clients on the testing needed to assure their se-
curity controls are working properly at all times. It does 
no good to have security systems in place if they are not 
working when you need them. For example, all securi-
ty cameras should be tested at least weekly. According 
to your premise security system, each component will 
have a checklist of testing procedures you should either 
follow, or delegate this task to your IT provider.

We have followed up other companies who installed 
systems without training the importance of regular test-
ing. Often these are large, brand name companies. It 
could be any company who sees their job as installing 
the system, rather than making sure the client is pro-
tected by testing regularly. Generally, it is not the sys-
tem that’s the problem, it’s the lack of testing leading 
the company to be vulnerable.

We begin the process by asking what’s important in the 

Once we develop and install a premise security sys-
tem, we make sure they know what is necessary to give 
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them the protection they originally asked us to install 
for them.

Sometimes, a company will get a security system to 
save money on their insurance. We will listen to what 
they want to accomplish and make sure they are aware 
of the security gaps. Rarely does a company really 
know the security risks and procedures to keep every-
thing operating. One exception are people involved in 
law enforcement. They will ask us questions to make 
sure we know what we are doing. When they get con-

their system.

Maintenance of the system is vital. Although some 

when you need to do maintenance, your security main-
tenance needs to be put on your calendar or delegated 
to an outside company. You need to be diligent about 
making sure you are getting what you need from your 
security system. Remember storms and other power 

immediately after a storm to make sure everything’s 
working.

Quality Equipment

When people try to save money by purchasing security 
devices directly, they will sometimes get good equip-
ment and still be at risk because of installation issues 

available on the retail market. In fact, some companies 
won’t allow non-professionals to buy their best systems 
because they want assurance they will be installed and 
maintained correctly. An alarm system needs to be con-

On Premise Security & Surveillance
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nected to a call center and most people cannot go out 

As professionals, we know the requirements for every 
part of the chain in security systems including alarms, 
call centers and cameras. In addition to consultation, 

mind about their security with monthly contracts to 
keep everything monitored and tested regularly.
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Chapter Three 
Management and 

Leadership
Lance Reichenberger

-

the Vice President of the company and had a team of 
6 people under me. I started with a huge laundry list 
of projects we needed to accomplish to grow Acme’s 
Widgets and be able to keep up with demand of ship-
ping widgets. 

The Vice President I reported to was Richard. Every 

single person in the IT department, including me, and 
would never look up, greet, smile or even acknowledge 

slam the door and begin his rants and raves with the 
individuals who reported to him. I won’t even call them 
his team, as no one wanted to be on his team. We were 
there because that was our job.
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He and I had meetings every morning. It was a scream-
ing, degrading and unproductive time that set the tone 
for the day. I performed and performed well, because 
I wanted to grow in my craft, not because I wanted to 
make him look good. Unfortunately, we all made him 
look good because I had the ability to lead those un-
der me and pass on a coaching mindset. This type of 
leadership is described in Keith Webb’s book by the 
name The Coach Model for Christian Leaders

-

Every day, I looked for the next company where I could 
use my leadership without the berating leadership of 
Richard. I found one, gave my two weeks’ notice and 
moved on. As soon as I left the building, a twitch I had 
in my right eye from stress, immediately stopped. A ton 
of bricks lifted from my shoulders and I promised my-
self that in my next position as Chief Technology Of-

a manger like Richard. I wanted to build, lift, nurture, 
-

half the team to my new company and started Trinity 

and rose to the challenge, and are all still at the compa-
ny we began together to this day. We now see what a 
manager is and what is not.

Anyone who has been in technology, or any workplace, 
long enough has experienced a manager who had no 
idea how to lead a team. They may be a hot head, a mi-
cromanager, a screamer, a dictator, or another type of 
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the company long ago. Somehow this person has done 
the bare minimum to satisfy his superiors and stays in 
the position without a clue how to be a leader.

This management style does not, and will not, work in 
-

ership is a problem, worldwide. It’s something we must 
understand, prepare, and lead through the reset of our 
working life.

-
ship” and be overwhelmed with the number of books, 
self-helps, etc. stating their solution will make you 
succeed. Unfortunately, leadership is not something to 
read about. It’s a practice, a craft, an art, a lifestyle. It’s 
quite the opposite of management which barks out or-
ders, micro-manages and represses rather than building 
one’s team. 

In the ever-changing business community and the 

a leader with vision is mandatory. As a visionary man-
-

standing the challenges of the day, the challenges of 
tomorrow, and the next day. It’s all required for you and 

as we know it has changed forever since the mandatory 
quarantine and remote work requirements either made 
or broke companies.

questions:

Can you encourage, motivate, and stimulate 

Management and Leadership
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-
munication tool? 

Can you monitor and manage the work and 
success or failures of your remote team? 

Can you lead the IT team with a broad skillset 
and a vision in the future?

Are you always learning, dreaming, testing, 
and implementing?

These are all questions you must be able to answer for 
-

-
tion. Adult learning or andragogy techniques are out-
lined in the book, The Adult Learner 

-
agement skills are not optional. 

-
iors, environments into account while you allow the 
learning to be immediately applicable to their person-
al work and the teams work. The company vision will 
build a stronger culture, resilient business, and it will 

and techniques we have implemented with great success 
in Trinity Networx of Ontario, California. Much of what 
we do can be found in the book Entreleadership
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Servant Leadership was introduced to the business 
world in 1973 by Robert Greenleaf in his book by 
the title of The Servant as Leader
com/Servant-as-Leader-Robert-Greenleaf-ebook/dp/

-

the leader because the leader puts the highest priorities 
-

als grow and become healthier, autonomous, wiser, and 
make a better team. Going from the yelling, authoritar-
ian leader we described at the beginning of this chapter, 
to a leader who is caring, compassionate, motivating, 
coaching, inspirational, and empathetic will catapult 

In our post-pandemic world, compassion and empathy 
are required. Understanding that your team members 
have forged new boundaries with personal time, family 
time, and having the freedom to do work around the 
house, go to doctor’s appointments, and pick the kids 
up from school.

-
complish great things should be the goal of every busi-
ness owner. Treat your team well and grow your people 
knowing they are your biggest asset.

Building Your Culture

You may ask how to get great team members to start 

places to work and the company takes care of its team, 
others will knock on your door to work with you.

In Daniel Coyle’s book, The Culture Code -

Management and Leadership
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claims that a strong culture increases income 756 per-
cent over an eleven year period. Albeit there is a lot of 
data explaining what a good culture can do, the inner 
workings of culture are still a mystery.

“Culture is a set of living relationships working toward 
a shared goal. It’s not something you are. It’s something 
you do”

Daniel Coyle, Author of Culture Code

Building a great culture must start at the most primitive 
level of cultural skill which triggers our social brain 
and stimulates the desire to create interactions similar 
to the kindergartners use to build a spaghetti tower. In 
his book, Coyle outlines three skills each leader of an 

1. Build Safety: Safety explores how signals of 
connection generate bonds of belonging and 
identity.

2. Share Vulnerability: Vulnerability explains 
how the habits of mutual risk drive trusting co-
operation.

3. Establish Purpose: Purpose tells how narra-
tives create shared goals and values.

In the book True North 
True-North-Discover-Authent ic-Leadership/

how to follow your internal compass. At our company, 
our culture is focused around Biblical principle and the 
true north of ethical behavior.
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Our  hiring process follows the example of  Dave  Ram-
sey’s Entreleadership Master Series event held in 2014 
where I was in attendance. The book Entre-leadership 

earlier. However, the live event I attended changed the 
-

tion on principles that work.

-

just a dialogue. The purpose is to learn about their com-
munication skills and understand who is on the other 
end of the call. We need to determine if the person can 

-
nician going through technical questions and general 
followership abilities. The next stage is to bring the 
candidates who passed the previous stages into the of-

in this interview we determine if the applicant will be 
-

ture, and prosper. 

If the candidate moves on from this point, they will be 
-

dinner with me and my spouse with the candidate and 

candidate is either hired or passed on based on the dis-

Management and Leadership
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cussion of my spouse and I.

This grueling hiring process will weed out applicants 
and the creme will rise to the top. The people selected 
will have an opportunity to work at Trinity Networx 
and serve our clients with their given gifts and talents. 
These new hires will continue to learn our culture by 

ninety days. The need to be able to discuss these books 
at one-on-ones. Our culture is further engrained.

The Legend of the Monk and the Merchant 

Each of the books and parables expose and develop 
why we are in business and how Trinity Networx ex-
pects its team to work together and grow. 

Leaders Pull and Managers Push

-
quire a visionary leader not only in terms of the tech-
nological future, but also be a visionary as to the direc-
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-

to work remotely is key to success. 

systems, security, customer resource manager, profes-
sional system automation tools in the cloud, we would 

vision of seeing the direction of business, as well as fu-
ture technology, is the leader you need to be. You need 

try to plan for them ahead of time.

This visionary leader will build a following within the 

long as they can see a plan and have all their Maslow’s 

rally their team to build up and follow them. Team 
members can see right through you when you are not 
being transparent, ethical, moral, charismatic, and in 
the trenches with your team. Instead, you are the Rich-
ard I mentioned in my story earlier. Don’t be a Richard. 

Conclusion

A visionary leader wants to invest in their team. While 
-
-

ber of the team through servant leadership. Humbling 
oneself and placing your team and health of the orga-

Management and Leadership
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teams will go the extra mile then do it again for you.

Do you have what it takes to sit in front of a mirror and 
dig deep in introspection of you? Can you change the 
way you think, work, act, live to build a better you, and 

The standard business model as you know it is over. 
Covid-19 changed it forever. Your leadership skills and 
visionary perspective is the only thing that will allow 
you to succeed in this new world. If you doubt you can 

coach who holds you accountable and discusses the el-
ephant in the room, even if that elephant is you. Build 
a business that can prosper through leadership and 
change the way companies and the individual think of 
technology. When you do this, you are an asset to an 
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Chapter Four 
Grow Your Business – 

Outsourcing and 
Vendors
Hallie Talley

-
ing, accounting, production, service delivery, cleaner, 
procurement, whatever it is, you do it. At this point, 
you have a job, or a lot of jobs. What you are counting 
on is the day when you own a business and other peo-
ple do the jobs outside your core value to the company.

As your company begins to grow, you may start hiring 
others. An example would be if you are a plumber, your 

an apprentice. In another type of business, your hire 

product or service needed by your clients. It becomes a 

After your busines grows some more, the people you 
are most likely to hire will provide more than the prod-
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uct or service. The next level of hiring may be a sales-

larger your business grows, the more complicated and 

for growth.

From my experience, a lot of businesses make the de-
cision to hire or outsource when they get into trouble. 
Each of the hiring scenarios I have already mentioned 
happen in a new business when the CEOoE cannot do 

When it comes to outsourcing, the scenario may be a 

the catalyst for outsourcing, but generally the need is 
for someone who works in your company part time and 
is not an employee. A typical disaster prompting a small 
business to outsource is when they get in trouble with 
the IRS. Maybe the business has missed a tax payment, 
maybe payroll taxes or something like it. The company 
gets an envelope from the IRS telling them interest and 
penalties are building because of a late payment. If it is 
not addressed immediately and professionally, the tax 
obligation can turn into a Federal Tax Lien, and eventu-
ally could cause the business to close their doors.

When panic sets in, they know they need help. An ac-
countant or CPA can help avoid disaster, and hopeful-
ly the business already has a relationship with such a 
professional. Finding the best CPA when you have al-
ready gotten a letter from the IRS is really tough. So, in 

skilled people you need as an outsource resource later 
in the chapter. 
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-
one to handle some of the specialty needs for your busi-

Outsource to Technology

First, we need to discuss outsourcing to technology. It 
used to be everything you needed to outsource had to 
be done by a live person. Today, many basic tasks can 
be outsourced with technology. 

Financial Records have been outsourced for a 
long time. Most small businesses use software 
like Quickbooks and Freshbooks to record their 
expenses, invoices, and receipts. Many even 
connect these programs to their bank accounts 
to make the entries automated. When you need 
to outsource to a professional CPA for help in 
a crisis, all the records are easy to access and 
share quickly.

Client Relationship Management (CRM) 
technology can save a company a lot of time 
and also create more revenue in the process. I 
have seen companies where someone, usually 
a salesperson or the business owner, sends out 
an email to multiple people, using contact in-
formation stored in a spreadsheet. Not only is 
this method cumbersome and time consuming, 
it doesn’t appear very professional to the per-
son getting the email. 

Contact, MailChimp, and Hubspot have CRMs built 
into their software. So, for very little money, you can 
manage your clients, prospects, and target market with 

Grow Your Business
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email communication that is professionally done and 
meets all the legal requirements. Most programs have 
entry level costs which are very low, some are even free 
at the beginning. As your company grows, this type of 
software can be the foundation for all your marketing 

Virtual 3rd Party Review may seem to be a 
strange thing to list under outsourcing to tech-
nology. Yet, when you think about it, the reasons 
for having a 3rd party review of your processes 
and systems can be critical. It’s important you 
either spend the time studying your options, or 
hire someone to recommend which technology 
meets your company’s needs. Whether you are 
trying to save money with the kid who took a 
technology class in junior college, or the much 
higher expense of a highly trained technology 
person, you will probably get better results if 
they know someone will be looking at what 
you are doing periodically and creating a report 
about whether they think it is the best way to 
handle your technology needs.

Selecting and Managing Relationships

Selecting who to bring into your company is always 
tough. While you may think employee selection is your 
toughest job, selecting your other providers and ven-
dors can open you up to big mistakes too. One of the 
ways you can learn about a company and how they do 
business is to look at their marketing material. When 
you read the way they present themselves in their mar-
keting, you get a clear idea of how they work. 
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For example, on our website, we try to outline what 

-

protections every business should have in place. When 
someone wants to learn more about security protection, 
they are also put on our email list so we can share more 
education over time. We believe it shows our commit-
ment to our customers and an educated customer is a 
great customer.

One of the risks of both hiring and outsourcing is a fail-
ure to communicate. Being a business owner can be 
a lonesome job. The successes and failures all fall on 
your shoulders. You know what is important to your 
business, but you really can’t expect others to know 
their role in making your business successful.

Training: You know you need to train employees, but 
-

dors and the people you outsource work as well. Share 
things with them that would impact your relationship 
with them. For example, your new accountant might 
need to know you buy inventory in bulk, are seasonal, 

-
nances better. If they are unaware of how your business 
works, they’ll be left to make assumptions, and you 
know what that means. They won’t be able to manage 

Respect their Time: You want your vendor to be re-
spectful of your time, and you must do the same. If 
they ask for documents or payroll submissions at a par-

Grow Your Business
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follow through. Delays on your end can dramatically 
impact their performance. If you need to make changes 
to the schedule, communicate with them why you need 
to do so and compromise with them

after-hours communications especially challenging. If 
you expect your vendor to be at your beck and call, 
you better be paying them a handsome fee. Unless they 

during their business hours.

Don’t send them an email or a text at 9pm expecting 
them to respond, unless you are paying them for the 
that type of service. Better yet, unless its and emer-
gency, save the email you are tempted to send in the 
evening as a draft and send it in the morning. On the 

make sure you set your time boundaries with them and 
enforce those boundaries if they forget.

Regular Meetings: Set up a schedule to meet regularly 
with your vendor. The more you treat your vendor as 
a member of your management team, the better your 
vendor can help you. Depending on the type of service 

For example, you might want to set a monthly meeting 
-

ter, those meetings might need to be longer so you can 
speak about taxes. Your vendor, regardless of the ser-
vice they provide, should have best practices on when 
to meet regarding their services.

Meetings are an opportunity to ensure projects are on 
schedule, the work they are doing is to your satisfac-
tion, and they are still meeting your needs. If they have 
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one, follow their recommended meeting agenda. If you 
need to add something to the agenda, make sure you 
notify them in advance. If they don’t have a format for 
meetings with them, create an agenda yourself and a 
timeframe you both can follow.

There’s nothing more frustrating than employees play-
ing the blame game. The same is true for vendors. If 

said” you’ll get nowhere fast. Doing the recommended 
things above can go a long way to helping you get out 
of the situation. However, rather than risk getting in a 
blame game, put all your expectations in writing at the 
beginning of the relationship.

Written Expectations

Any relationship you have with other people, wheth-
er it is with an employee, a vendor, or an outsource 
provider, should be in writing. It is your best defense 
against misunderstanding. Even if you consider your-
self a pretty good writer, you may want to hire a pro-
fessional for drafting these documents. Almost every 
business needs to have a writer you can call for such 
things. You will use this writer when crafting your mar-
keting material, and the same person should be able to 
listen to what you want to say in the written agreement 
and put your wishes into a document. 

Still, you will probably want a lawyer to review it to 
make sure it protects your interest and stays within the 
legal bounds of what can be done. So, to protect your 

-

have a lawyer to review the written document between 

Grow Your Business
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you and the other person. Since a lawyer is likely to 
charge $250 an hour or more for their services, you can 

Key Point Review

1. When your business is growing, the need 
for other people, technologies, or companies to 
support your growth is critical for your success.

2. As you bring others into your business to 
support your growth, it comes with some dan-
gers you may not expect. This chapter will help 
you prepare for those dangers.

3. Technology is often your most economical 
way to expand your business. However, there 
are a lot of choices with an unlimited number 

someone to advise you about which tech tools 
to use. Even with a tech expert guiding you, it 
is a great idea to have a 3rd party do a review 
on a regular basis. 

4. To get the most from your relationships, it 
makes sense to reduce your expectations into 
writing. It can serve as training, outline time 
parameters, and provide a set of guidelines to 
follow. Try to put all your expectations into 
writing. It will save you time and aggravation 
in the long run. Professional writing and legal 
review are important to make sure your wishes 
are communicated well.
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Chapter Five 
Managing Your 

Budget and Resources
Joe Goldstein and 

Lance Reichenberger

These two topics are combined for a reason. As a busi-
ness owner, you need many things to make your busi-
ness thrive. Making good decisions about the resources 
you need and how you make the most of your money 
with a carefully planned budget are primary compo-
nents in business success.

Resources – What are they?

You are the main resource in your company. Most 
businesses try to bucket themselves in the fancy word 
most cannot spell: ENTREPRENUER. The term may 
be true, but as a business owner, you should change 
your mindset to being a shareholder. In his 2017 book, 

are going to draw funds, or take a paycheck, etc. Fur-
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thermore, a shareholder must refer to all items in the 
company as resources.

also your internet service and its speed, applications 
for accounting, marketing, tracking projects, and cli-

business, so I can’t tell you what your highest priority 
resources are. Instead, I will provide you a list of the 
resources for Trinity Networx.

As this book is being written, we are in the midst of a 
pandemic of great proportions. No one was really pre-
pared for it. As we recover from this huge restructuring 
of the economy, we may reconstruct our business plan 

-
ible and able to pivot. Every day, we must think on our 
toes. Below is a list of our resources pre-pandemic:

when they can, tell you about the elephant in 
the room, guide and direct you, and be part of 
the team.

Executive leadership

A vision and great business plan, including 

Great tier three and above technician with great 
communication and leadership skills
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manager

A motivated, hungry sales team which is NOT 
afraid to do what it takes to get the job done as 
a participant in the business – help with what-
ever it takes to meet a common goal

A marketing and sales plan.

chairs, air conditioning and heating, etc.

-
where.

The fastest possible internet speed you can 
manage in your budget.

An accounting package with the ability to 
synch with other applications. We use Quick-
Books Premier which syncs into ConnectWise 
Manage. The accounting package is used 
ONLY for reporting and payment processing. 
It is then synced back to Manage for the team 
to see all accounting concerns with clients and 
everyone can be part of the accounts receivable 

Laptops for the team which allows them to be 
-

demic. We didn’t have to buy any hardware. 

Weekly team meetings. Yes, this is a resource.

Processes and procedures in place for each de-
partment of the company.

Managing Your Budget and Resources
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This list may be overwhelming. Don’t feel inundated by 
what you see. I have crafted these and honed them over 
the past twelve years. We found what works and want 
you to have this information up front instead of the trial 
and error we experienced. This chapter dovetails with 
the one I contributed on Leadership and Management. 
Developing your resources includes the things you will 
learn in that chapter.

As a shareholder, you don’t have to go at this alone. 

help, a great business coach. Having a business coach 

the weeds working IN your company, your coach can 
take the perspective of working ON your business. It 
allows you to come up for air or catch up, whichever 

-
ness. They will be willing to jump right in there and 
upright things if they need to be.

Now, you have a glance into the resources you need 
for your business. While I am showing what is needed 
in my technology business, your resource list for any 
type of business will be similar. Be diligent, mindful, 
tactical, strategic, and the most important factor – BE 
HUMBLE!

Budget – What is it really?

A budget is a tool that helps a business properly des-
ignate its resources. Also, a budget is a critical tool for 
a growing business. At a minimum, the budget should 

goals of the company.
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Budgets are an action plan to help company leadership 
accurately allocate all resources and evaluate business 
performance. Regular budget reviews should be done 
throughout the year and updated, at a minimum, annu-
ally.

Not surpassingly, many small businesses never have 
created a budget. Some may even wonder why it’s nec-
essary. To understand why a budget is essential, ask 
yourself the following questions. Without a budget:

How can the company’s performance be accurately 
measured?

Is the business expanding or contracting?

Are expenses growing or shrinking?

Are revenues matching your expectations?

All these questions can be better answered when you 
create and manage a budget to give you an accurate 

making important decisions, such as taking on new ex-
penses or tracking the success of cost-saving measures. 
Lastly, an accurate budget is almost always required 
when a company wants to receive a business loan or 
when seeking equity partners.

Budget Basics

-
tives for the upcoming year. These are things you might 
want to include:

Reducing expenses

Hire employees

Managing Your Budget and Resources
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Start or increase marketing

Hire a sales team

Invest in hardware/software/equipment to in-
crease productivity

Build a new website

Open a second location

SMART approach to goal setting. SMART is an acro-
nym for:

Measurable

Attainable

Relevant

Time-Bound

Here’s an example of a SMART goal: “The company 

year (Q1). The anticipated revue increase is 20% of 
last year’s revenue from services.” As you can see, the 
goal hits all of the items in the list of SMART goals. It 
is easily measurable during and at the end of the busi-
ness year.

Income and Expenses

Cash Flow -

business as revenue. Start with the sales from the pre-
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vious year and add any other income sources such as 
interest. Also, include any projected revenue increase 
based on your company’s goals and objectives you de-
veloped earlier. Using our example above, one item in 

20% increase in revenue.

Fixed Costs are for the expenses not changing from one 

the most straightforward part of creating a budget. A 

payments, insurance, payroll, and subscriptions.

Variable Expenses may occur every month but can 
change from one month to the next. These would in-
clude such things as utilities, repair and maintenance, 
marketing, travel, and commissions.

One-Time Expenses will need to be forecasted. Typical-
ly, these expenses are in line with your business goals 
determined earlier. Accurately predicting not only the 
amount but also the timing of these kinds of costs can 

want to schedule one-time purchases with the period of 
the year where revenue is expected to be higher. Some 
examples of one-time expenses would be purchasing 

-
tions to your facility, purchasing a vehicle, etc.

A Contingency Fund Allowance is essential. It will help 
your company weather emergencies or unexpected ex-
penses. Every business will, from time to time, have 
surprise expenses and unexpected events. For example, 
as this chapter is being written, the world is navigating 
the 2020 COVID pandemic.

Managing Your Budget and Resources
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In many cases, because of COVID, businesses were 
ordered to close to stop the spread of the virus. The 
revenue for these business operations ended overnight. 
Even with help from the government, many small busi-
nesses will not survive because they were not able to 
handle the sudden loss of revenue. Although this is an 
extreme example, it happened and could happen again. 

The everyday surprise expenses are more easily man-
aged when there is a good reserve set aside as a contin-

-
my, changes in tax law, the loss of a large client, and 
other things.

In general, a company should set a goal to have three to 
six months of operating cash in the bank. It may seem 
like a lofty goal, and it is understandable when a small 

for a contingency. Here are some ideas that may help:

Automate your savings by regularly depositing 
a small amount of money into your savings ac-
count.

Set aside a percentage from each sale or trans-
action.

Plan for the worst-case scenario and save more 
during the company’s good times.

Putting the Budget Together

Earlier in the chapter, you learned what you need to 
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entering the data you collected into a spreadsheet. Here 
is a starter list of examples to get you started.

Income/Revenue

o Earnings

o Sales

o Investment Income

o Other

Fixed Costs

o Rent/Lease

o Utilities

o Payroll

o Bank Fees

o Phones

o Accounting/CPA

o Legal

o Insurance

Variable Expenses

o Materials

o Consulting Fees

o Commissions

o Marketing

o Travel

Managing Your Budget and Resources
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One Time Expenses

o Hardware/Software

o Furniture

o Equipment

o 
Contingency Fund

Even if you are a small company, you want to start 
tracking this information right away. You can start with 
a spreadsheet, or use one of the many free accounting 

accounting software for small business” will show you 
multiple programs to consider. 

The most popular small business accounting software 
programs are Intuit QuickBooks Online and Fresh-
Books. While there is a cost to this software after the 
initial trial period, it may make sense to start with a 
program you can stick with long term. Another advan-
tage to these programs is your CPA is already familiar 
with them. 

It’s really up to you which way to go. The key take-
away here is to match your software accounting solu-
tion to the needs of your company. As you grow, you 
may consider bringing on a part-time accountant, along 
with leveraging the services of a CPA to assist in tax 

Final Thoughts

Many small business owners overlook the importance 
of creating a budget. The process can seem overwhelm-
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ing and stressful. However, statistics show that approx-
imately 82% of small business failures occur due to 

expanding company can fail when the revenue comes 
after the expenses of expansion. Inventory, business to 
business sales, and even growth can all suck up your 
cash and leave your company in jeopardy. 

Drafting a budget will give you a roadmap for your 
company to turn your dreams into a reality. At the very 
least, it gives you a way to make decisions faster based 
on real numbers. While it may feel intimidating and 
time-consuming, a budget will save time in the long 
run and help you join the ranks of other successful 
businesses.

Managing Your Budget and Resources
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Chapter Six 
Cybersecurity

Umut Bitlisli

I don’t want to scare you. No, really I don’t. Many peo-
ple in tech will try to scare you into getting the security 
package they sell. It’s not what I want to do. Instead, I 
just want to share an executive summary of what you 
need to understand to protect your business.

Cybersecurity Chess Game

The essential problem with security is it’s a chess game 
with the hacker having the advantage. It’s actually 
much easier to be a hacker than it is to be a protector 
of your data. Besides these professional hackers make 

extract money from the people who own them. It’s a 

better at their craft every day.

-
-
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aware it is a common vulnerability for your data security.

Imagine for a moment you were a young teenager 
learning chess. As a teen in learning mode, you get to 
challenge a world renown chess player. For the game, 
you have the option of just playing the game and learn-
ing from your failures. The other option would be an 

give you a good chance to be the more experienced, 
professional chess player.

It’s a no brainer to use the assistance of the app to level 

for a cybersecurity attack is much like the app. Pro-
fessional technology teams are tasked with providing 
tools and services to protect you in the game of cyber-
security.

What’s the Risk?

The U.S. Department of Homeland Security says more 
than 35,000 security incidents are reported annually 
and the most common type of incidents belong to email/
phishing scams, device/computer hardware them, and 

records were exposed in the U.S. in 2018.

When your company data is compromised, it can cost 
a whole lot more than you anticipate. In fact, in an ar-

percent-of-small-businesses-fold-within-6-months-of-

60% of SMB’s will fold within six months of a cyber-
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attack. So you could deduct your entire business is at 
risk. Again, I don’t want to scare you. I just want to 
give you some of the knowledge of what you need to 
be safe.

Know Your Company’s Risk

Very few owners of SMB’s have the knowledge to as-
sess their risk and take appropriate action. The bigger 

secure. As an SMB, money is usually limited. The cost 
of securing your data seems expensive. The cost of be-
ing hacked is much larger, but you hope to stay lucky. 
I get it. Put the problem will never go away. The threat 
is growing and the gamble with your business is real.

I am hyperaware of security risk. I have sold software 
to the Department of Defense and the Secret Service. 
This awareness has allowed me to grow my security 

-
sponse and Penetration Testing. I also have developed 

risks. Just email me with safety@TirgisCyber.com to 
request your analysis. Here are a few things you will 
learn in this Security Audit Report:

1. Password Management: With 56% of em-
ployees using the same password for their per-
sonal and business applications, it is an easy 
way to get hacked.

2. Firewalls and Antivirus: When a breach of 
your system occurs, these protections are your 
last line of defense.

Cybersecurity
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3. Data Encryption: Of the many ways for a 

portable device being stolen. There are a whole 
host of other ways to access your data, but en-
cryption is a way to protect your company.

4. Information Security Planning: Three things 

5. Email Security Layering: It is said 146 bil-
lion records are expected to be exposed through 
data breaches between 2018 and 2023.

6. Security Awareness Training: Almost all at-
tacks to your data come from something done 
by a team member in your company. It is total-
ly unintentional, but the way a person treats an 
email is a huge risk. Everyone in the company 
needs to be thoroughly trained.

While you may already be aware of these vulnerabil-
ities, many SMB owners simply don’t know where 
to start. It feels like a daunting and expensive task to 
change the clear and important risk assessment. The 
illustration on this page will show a small part of an 
assessment done for a two-person company. Red means 
the issue needs immediate attention. Yellow means it 
needs improvement. And Green indicates the risk is 
satisfactory. As you can see, this company had some 
major cybersecurity shortcomings. 
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Cybersecurity Insurance

This type of insurance is no longer optional – for you 
or your IT provider. There is nothing requiring tech 

it is essential for you to feel safe having them involved 
in your company. They also should provide proof of 

to target the MSP to gain access to their client informa-
tion. Don’t take this risk. Ask them to provide a Certif-

policy.

It goes without saying you should have your own pol-
icies for cybersecurity. Although many SMB’s think 
having cybersecurity insurance protects them against 
loss due to a cyber-attack, it’s not true. Even if they 
covered all the money extracted from your company 

cyberattacks-cost-small-companies-200k-putting-ma-

Cybersecurity
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a cyberattack on a small business is $200,000 and it 
takes an average 54 days to recover from the breach. 
Depending on cybersecurity insurance to protect you 

-
ly restore your security, the cost for insurance would 
be unreasonable. The most reasonable thing to do to 
protect your data is to protect it before it happens.

What Bad Guys Want

You can assume you have something cyber criminals 
want. You are just an item of inventory, just like the 
rest of us. Hackers want money. It’s how they make a 

want the redistribution of power. They have well orga-

money they want with:

Identity Theft
can use your credentials to do harm to you and 
the rest of the world. Although not all hackers 
are criminals. In fact, this New York Times ar-

-
sional hackers work to keep people safe. Their 

the doubt? Get your hack proof on! This book 
will not teach you how to protect yourself be-

level of possibility.

Information Breach: No security is impene-
trable. You need to be ready for security to be 
challenged. The alarm systems put in place can 
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help you know a hacker is on the prowl. We call 

like a castle in medieval times. They had multi-
ple layers of defense with a moat, high walls, a 
big heavy gate, and guards with weapons. They 
understood the importance of having layers of 
security. The concept of 3rd Party SOC uses 
the same principle. Determining exactly what 
type of protection you need for your company 
is a job for specialists. Spending money to get 
your information protected is likely to save you 
money in the long run.

Hackers Cashing In on Your Data

Just to give you a hint for what your data is worth, here 
are a few prices charged for your data on the dark web:

$1-15 per email account so they can use it for 
sending SPAM emails to others

Up to $30 for your company login credentials

Up to $35 for prescription records

Or they can simply take over your system and 
hold it for ransom for $3,000 to $300,000 or 
more

Never forget the hackers have discovered the vulnera-

the current attacks and is growing.

Things You Can and Can’t Control

Cybersecurity
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compromise? You can’t control when another compa-
ny with your data gets breached. You can control your 
accounts getting compromised if your security is up to 
standards.

against hackers. Connecting any computer to the inter-

-

and outgoing connections.

Automated backups ensure you can get everything 
back up should you experience a compromise.

True Stories of Cybersecurity Losses

In the past few months, during the COVID pandem-

bank account got emptied. I was hacked.” As we talked 
about the experience we learned:

didn’t work anymore.

Somebody had hacked into their email account, 
monitored it, and found out which bank they 
used.

In addition, the hacker had found who the cell 
phone provider was and called the provider 

-



Pa
ge

 7
3

son who legitimately owned the number and 
switched devices.

With these two bits of information it gave the 
hacker access to the bank. Since banks require 
you to log into your bank account using a text 
passcode, it was easy for them to take over the 
bank account and empty the funds.

Hacked LinkedIn Connections

A client of mine replaced their accountant with a young 

with the company. About three months down the line, 
they get an email saying they were overcharged. The 
company had charged for two shipments instead of one 
in the previous year. The new accountant investigated 
and admitted to the error and was surprised no one had 
noticed at the time. The person who was overcharged 
asked for a refund. 

The person managing the money wanted to show re-
sponsibility and went to work to quickly send the wire 
for about $40,000 following the caller’s instructions. 
When the company called again a week later saying 
they had not gotten the wire, the accountant was fran-
tic, double checked on the money transfer, and found 
an email compromise. This enabled the hacker to inter-
cept the business, partly because the accountant used 

embarrassing, but the company owner didn’t want to 

loss.

Cybersecurity
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Bottom Line

While I hate to break the news to you, cybersecurity 

want to scare you. Yet, I want you to be protected. If I 
can help, please reach out to me. The work I do can be 
done remotely, so location is not an issue. 
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Chapter Seven 
Successful Marketing 

in Small Business
Hallie Talley

Many small business owners think they know what 
they have to do to market their business. After all, we 
are exposed to 5 to 10,000 marketing messages a day. 

forbesagencycouncil/2017/08/25/finding-brand-suc-

this was the average number of exposures per person in 
America. We know it is much more today. So, in order 
to get in the game and do some marketing, a business 
simply needs to do what they see done by others, right? 
Wrong!

I’ve learned what works and what doesn’t from my 
own experience and from working with the owners of 

-
tive and what is simply an expense and a prayer. You 
have probably not been taught what will work for your 
small business. Even if you have a marketing degree, 



Pa
ge

 7
6

Tech Up or Lose Out

your business.

One of my clients came to me after a failed marketing 
campaign. They purchased a list of names, addresses 

list, they sent out 5,000 postcards with visions of at 
least 100 people making appointments. After all, it is 
reasonable to get a 2 percent response from their cam-
paign. 

They spent a lot of time deciding what to put on the post 
card, then hired a printer to prepare the cards. They ad-

cards were mailed out, the client didn’t get anything 

nothing, their hopes dwindled. While the thousand or 
so dollars they spent was not a huge marketing spend, 
it was a lot of money for this company.

When they came to me, they asked how they should 
change the postcard to get more appointments. I helped 
them understand it wasn’t about the postcard, or the 
message on the postcard, it was just they were using a 
tactic instead of building a marketing strategy. Maybe a 
mailer wasn’t the best way? Maybe the message needs 
to be sent by email? Maybe they should use targeted 
Facebook ads?

After our discussion about a number of tactics, we de-
cided to try a mailer again. This time, the mailer was 

owner had met at networking events and saved their 
business card. Our strategy was to target the 250 people 
with a campaign of multimedia, multitouch over a pe-
riod of three months. This smaller campaign got them 
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about 20 appointments. The appointments were worth 
near $1,500 each. Between the printing and postage, 
the hard costs were probably less than $400. Do the 
math.

Marketing is Not Instant nor Sexy

is it is not easy and it is not sexy. You could say it is 
a grind. To understand what I mean, watch this video 

-

with his team. Throughout the video, a deep, gravelly 
male voice does the narration, which is a short story 
about choices. The choice to get out of bed every day 
to face, show up, and do your best work every single 
day can be a grind. 

If you closed your eyes and just listened to the nar-
rator, you could imagine that the narrator is talking 

way.” I don’t know any entrepreneur that doesn’t feel 
like they are facing a thousand decisions before lunch. 

Regardless of your profession, most business owners 
start in their business, providing their service or prod-

-
ple refer business to you. Your business grows a little.

Let’s think about how you got to the point where you 
are ready to market your business. For most business 

-

Successful Marketing in Small Business
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rals. You most likely grew because you had a product 
or service at a reasonable price and did enough hard 
work to get people to recommend you to their friends 
and family. That’s a solid start to your business. 

Then, for some owners, they hit this grind of trying to 
grow the business, and it’s too much. Growing their 
business means more headaches and problems. It’s not 
that they can’t do it, it’s that they don’t know how to 
grow their business any further and they don’t know 
what to do next.

-

other competitor. Like a pack of wild animals, busi-

for scraps, aka prospects. They’re forced to work hours 
upon hours for pennies. The owners who took a chance 
and learned how to stand out in a crowd are the ones who 
CHOSE to learn how to market and sell their services. 

If your prospect is looking to buy a product or service 
you are selling, what will make them chose you over 
everybody else? If your answer is something like, we 

-
edgeable, or our prices are reasonable, be aware that 
MOST of your competitors will answer the question in 
the exact same way. The business owners with unique 

them and you. But how do you get to the point that your 
prospective customer is seeking you out because they 
want to do business with you?
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Change Your Mindset

Your number one priority in your business is not the 
product or service you provide. Instead, it’s sales and 
marketing. It doesn’t matter if you are an accountant, 
an IT person, a dentist, mechanic, whatever you are, 

provide whatever product or service you deliver. I 
learned about this mindset from a couple of my busi-

I know many of you are thinking that this is a crock 
of…., well you get the picture. I understand. Over time, 
we’ve all been trained to believe salespeople are noth-
ing more than charlatans, snake oil salesman, and the 
like. You’ve probably been guilty of it yourself. Think 
about the last time you went to a car dealership or a store 
like Best Buy. As soon as the salesperson approached, 

-
ent aisle, or used some other tactic to avoid them. Why 
would you need their help? They’re just going to try 
and sell you something you don’t need, right? Sales-
people used to be viewed as trustworthy and educated. 
Now we view them almost as trustworthy as politicians. 

If what you have to sell, the product or service that 
you provide, solves a problem for your customers, you 
have a responsibility to SELL IT. Scandalous!

you market and sell your products and service to them. 

got to push all your biases aside about sales and mar-

Successful Marketing in Small Business
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keting and learn how to do it the right way. Owning a 
business is hard. And it’s harder if you let your own 
biases and beliefs steer you in the wrong direction.

Market to the RIGHT People

Now that you’re ready to learn how to be a masterful 
salesperson. First, you need to understand who exact-
ly your customer is. You need to identify their demo-

can use to target your marketing.

Every time I ask one of my clients who is your tar-

who has…”. For example, I work with several inde-
pendently owned auto repair shops. The owner will al-
ways tell me their ideal client is anyone who has a car. 

Except that isn’t reality. Many shops don’t have the 
equipment to handle certain luxury brands like a 
Porsche, Mercedes, or BMW. Those brands require 
special tools most general mechanic shops won’t have. 
We can eliminate luxury car owners from their market-
ing strategy. They will get a higher response rate for 
their campaigns because they have targeted the right 
type of client. 

Think about your own business:

Who is your ideal customer? 

Where do they live? 

Are they male or female, or does that matter? 
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What income level are they? 

If you sell business to business services, are 

business? 

Start with your existing list of customers and spend 
time breaking them down into categories to classify 
them. By classifying them into categories you can be-
gin to see trends that allow you to tailor your marketing 
to duplicate your best customers. 

Be the Only One in Your Target Market

they are the ONLY ones that do what they do.” This 

band of all time. In the 1970’s, a number of their fans 
were so devoted to them, they took it to the next lev-
el and followed them from city to city. They created a 
community, called the Dead Heads, with its own rules 
and language. Although many performers are wildly 
successful because of their devoted fanbase, none of 
them come close to what The Grateful Dead created.

You can create your community the same way. Learn 
your audience, how they speak, their beliefs, what 

you can about them, you can design your product or 
-

mous in that particular market. Your ideal customer 

Successful Marketing in Small Business
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will seek you out because you speak their language and 
focus everything you do on their needs.

Your Position in the Market

Now that you know your ideal customer, create a mar-
keting plan that positions you in front of them so they 
have no other choice than to do business with you. A 
well thought out marketing plan should outline all the 
campaigns you are going to execute each month. I rec-
ommend creating a marketing calendar for the year to 
get a general idea of what you will be doing and when. 
Then you can break your plan into quarters and months. 

occurs, you can adjust your quarterly plan to include 
the new information. 

Most business owners I talk to think sending out some 
postcards, maybe some email, or social media is a mar-
keting strategy. Some may even include ad buys in more 
traditional media like radio or TV. These are tactics, 
not strategies. Like I said before, all businesses need 
a marketing strategy, otherwise the tactics may fail.

I break down marketing strategy into three categories: 
Lead Generation, Lead Conversion, and Client Re-
tention. Each category requires dedicated marketing 
campaigns and tactics because the goal for each is very 

Client Retention: There are very few business-
es that sell something that will only be pur-
chased once during the lifetime of the client. 
Because of this, you need to create a market-
ing strategy to keep you present in the mind of 
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your existing client base so the next time they 

will buy from you. Also, if you have more than 
one time of product or service you can sell to 
your customer, it’s a great idea to have cross-

-
ural way to generate sales than through your 
existing client base.

Lead Generation: Campaigns to generate leads 
are focused on bringing prospects to your store, 
your website, have them call you on the phone, 
or make a purchase online. Understanding your 
target market allows you to spend your mar-

-
eration marketing. This type of strategy is not 
for the faint of heart, and it often takes months 

lead generation.

Lead Conversion: Once you get a lead on the 
phone, your website, or in your store, you’ll 
need to convert the lead to a sale. Here you will 
deploy a series of campaigns to move your pros-
pect from slightly interested to being someone 
who wants to buy right now. Examples of this 
type of marketing include retargeting people 
who schedule an appointment but don’t show 
up or put something in their shopping cart on-
line and don’t check out or someone who walks 
into your store but doesn’t make a purchase. 
This strategy is all about pushing them over the 
goal line.

Successful Marketing in Small Business



Pa
ge

 8
4

Tech Up or Lose Out

Putting it All Together

Once you’ve determined what your goals are for the 
-

derstand how marketing tactics or campaigns work in 
conjunction with those plans. You need to match the 
media
message market 

If your target market is 65+ men, you probably aren’t 
going to get much engagement with posting on Insta-
gram. Your media might be more radio or local news-
papers. Getting the right media with the right message 
in front of your target market is critical to any cam-
paign success.

There are over 30 million small businesses in the 
United States. According to an SBA and Fundera sur-
vey, the average owner take-home salary is just over 
$59,000 per year, and fewer than 12% of small busi-
nesses will grow over $300,000 in annual revenue. I 
don’t know about you, but I didn’t start my business to 
make less than if I stayed at my cushy corporate job. I 
work twice, sometimes three times as many hours so I 

-
ness ownership. To make more as a business owner the 
business must grow. If you feel the same way, then you 
need to start transitioning your business from whatever 

targeted group of people.

Here’s the good news: you don’t have to do this alone. 
There are plenty of mentors you can use to help you 
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learn. Once you’ve mastered the basics, you can start 

media posts, making phone calls, etc.. As a business 
owner, you get to set the strategy and oversee its im-
plementation.

Let me leave you with some parting words from The 

wish of those who want to believe that winning can 
happen by accident. Sweat, on the other hand, is for 
the ones who know it is a choice.” Winning happens 
when all the work you put in, the daily grind if you will, 
comes to fruition. No one said owning a business was 
going to be easy, that you would be able to open your 

a business is a daily grind that requires you to mas-

long term success. 

Successful Marketing in Small Business
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Chapter Eight 
Reasons to Work 

Remotely
Kevin Belyea

In February of 2020, the world as we know it in North 

forced to implement plans for working remotely be-
cause the COVID19 pandemic had begun. Although 
remote working had been discussed for years, it had 
hardly been tested. 

doing business as usual. They owned/rented real estate. 

work in the building and meetings took place in compa-
ny conference rooms. But when the deadly virus made 
it extremely treacherous to gather to do the work, our 
way of doing business changed immediately.

First Nation Conne River Case Study

The traditional name for the community is the Miaw-
pukek. This community has a Reserve near the Conne 
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designated as Samiajij Miawpukek Indian Reserve in 
1987, even though it had been home for this communi-
ty since 1822. Local residents know the community as 
First Nation Conne River. 

On March 13, 2020, Indigenous Services Canada an-
nounced their plans to coordinate care for First Nation 

Clearly the situation was an emergency. And the ad-

-

separate buildings, they have the responsibility of man-
aging a lot of data, including the economic needs of its 
members. Their computer system was having problems 

-
ment. Before hiring us they had a Local Area Network 

-
ise server was old and needed to be replaced.

-
-

band:

They were not comfortable investing a lot of 
capital into new computer servers and hard-

By shifting their expenses to a monthly model, 

Reasons to Work Remotely
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it made the new solution easier to budget.

The aging desktop computers, which were 

-
lems with the network connection were hap-
pening more and more often.

Some buildings were not even connected to the 
LAN, even though they had an internet connec-
tion.

placing it in the cloud, it allowed them to con-

new system became obvious. This remote First Nations 
community was able to keep the administration run-

of their switch to the cloud based server. The work 
continued with minimal disruption to their daily work 
activity.

Some employees had a weak internet connection, but it 
didn’t create problems for them. Since they were log-
ging into a remote server, they were able to transfer the 
keystrokes and screen images across a slightly slower 
internet connection. They were very pleased to be able 
to continue serving their community from their homes. 
The decision to invest in cloud services made a huge 

Working remotely is having the ability to accomplish all 
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of a person’s regular job functions from a place outside 
of the traditional company environment. It includes not 

ability to communicate with everyone important to the 
business. This includes customers, suppliers, co-work-
ers, and the business owner. It’s important the remote 

-
tion to accomplish the same tasks as if they were in the 

-

When you think about it, working remotely really start-
ed in the early days of the computer. For example, prior 
to computers, a clerk may have had to hand write and 

When computers began to let the clerk create the order 

it, it was done in a basic remote way.

new way. People could share ideas and information 
with others who in geographically separate locations.

Early adopters, like American Express, IBM, and 

productive. When wireless internet and broadband en-
tered the picture, the bad memories of dial up internet 
became a thing of the past.

Jump forward to 2019, and there were already an es-
timated 4.7 million employees working from home. 
While this only represents a little more than three per-
cent of the total workforce, most of the other employ-
ees wanted to join them. The number of people who 

Reasons to Work Remotely
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has been growing rapidly since 2005.

Now, large numbers of people have been forced to work 

theoretical. The companies who developed platforms 
and systems for the workplace are getting a workout. 

2011 and had built their active user base to 10 million 
in 2019. Now, it is reported they have more than 200 
million users and have achieved this growth in less than 
3 months.

One of the most mentioned reasons why employees 
love working from home is eliminating the commute 
time. In larger cities, common commute times are more 
than an hour each way, just to get to and from the of-

commuting per employee.

Flexibility is another thing people love about working 
remotely. Families with children can take time away 
from work tasks to tend to the needs of children. The 
family obligations can be related to school, doctors’ 
appointments, sporting events and more. Rather than 

things come up, the employee can simply move in and 
out of the two aspects of their lives. The amount of time 
it takes for these families is greatly reduced. The travel 

their home. It may be a much longer commute back and 

In order to give the employee the maximum amount of 
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days working from home and two days working at the 

employee and employer.

Wear and tear on the family car and fuel savings add 
-

ily estimate the employee will save $500 to $1,000 in 
fuel and vehicle operating costs.

Reduced operating costs are a big part of the reasons 

even parking spaces can get expensive. In an urban en-

-

space. In New York City, the cost for one employee 
would be upwards of $14,000 per year. Of course other 
big cities are not as expensive, but in Atlanta it’s about 
$4,000 a year. Remember this is a cost per employee.

To attract good employees to come into the city, the 
employer will often bear the expense for parking too 
which is $120 per month on average. Even when the 
cost is part of the employee’s expense, it is money they 
would rather spend elsewhere. You want to attract goo 
people and a big parking cost is unattractive.

There are statistics supporting the concept employees 
are more productive when they are working remotely. 
While the image of a person working from their bed, 
or at least in their pajamas does not sound productive. 

Reasons to Work Remotely
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Many companies have monitored the productivity of 
their employees and feel they have evidence workers 

One of the reasons this is possible is because there are 
ways to manage employee productivity when they are 
remote. Since it’s not possible to physically see the em-
ployee doing the work, gauging employee performance 
can be done with technology.

Technology Solutions

Remote technology has come a long way over the 
-

ly in any industry dependent on computers to operate 
the business. The solutions are wide-ranging and the 
choices for a business owner depends on the activities 
of the workers and the metrics the company needs. In 
choosing a remote solution, you will need to consider 
four primary things: Accessibility, Security, Cost and 
Reliability.

Basic: The owner would provide a computer 
both at the company and for the worker to use 
at home. When working from home, the em-
ployee would use a program like Splashtop, 
GoToMyPC, LogMeIn, or some other software 
allowing them to access their computer at the 

employee is allowed to remotely control their 
work computer from home. While this is not a 
bad solution, it has a few potential issues. For 
example, the employee needs two computers. 
So, as a business owner, it doubles the number 
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of computers to purchase and maintain. Also, 
-

ity can be lost. Remotely troubleshooting the 

not work every time. Sometimes somebody 

computer, before returning home to work there.

Virtual Private Networks (VPNs): This is an 
online service a business can use to unblock re-
stricted content from hackers by encrypting the 

this solution is often a good solution. With a 
VPN tunnel, outsiders cannot intercept, mon-
itor, or alter communications. It can connect 
a smartphone, laptop, desktop, or tablet so 
sometimes an additional computer does not 
need to be provided by the company. One of 
the downsides to a VPN connection is a poor 
internet speed can downgrade performance. If 

to become corrupted.

Cloud Solutions: When a company moves all 
their data and applications to the cloud it can 
be very secure and stable. Instead of hosting 
those important documents, data, and applica-

is enabled to access it from anywhere. They log 
into a secure data center and work pretty much 

the cloud-based data center. Internet speed is 

Reasons to Work Remotely
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not as critical as the only information traveling 
between the remote worker and the data center 
are remote images and keyboard strokes. The 
company may not need to invest in hardware 
infrastructure. Instead, the company pays a 
monthly operating fee based on the number of 
employees requiring access to their systems. 
Companies can scall up and down based on 
their labor demands at any given time. Con-
struction companies love this solution because 
their projects and contracts vary from one time 
to the next.

it is very important they have a policy for technology. 
Each person working with the company needs to clear-
ly understand what is acceptable and unacceptable, 

Where to Start

Every business owner needs a relationship with a local 
IT person they can trust. Once the relationship is es-
tablished, it’s time to have a conversation about what 
options you should consider. Here are some things you 
need to know from them:

What do they recommend for your company 
and employees?

Have they deployed any of the options with 
other companies in the past?

What has been their experience with deploying 
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remote solutions for companies?

What works and what doesn’t work?

Where do they see technology going in the next 

When those questions have been answered, you will 
have a better idea whether to consider newer solutions 
coming out or something more tried and true. You will 
also learn if the IT provider is keeping up to date with 
trends and developments. Not every business needs 
to be on the bleeding edge of technology, but it make 
sense to be aware of what the new technology can of-
fer. You want a current reliable solution that is easy to 
support.

Financial Implications

The way a company implements remote working can 
vary greatly. It is a critical component of any small 
business today, but you need to ask yourself a few im-
portant questions before you conclude your company’s 
best solution. Do you invest well-earned and much 
needed capital into computer hardware and software 
licensing? Or would it be better to shift much of the 
technology expense to a monthly fee? Each solution 
has both pros and cons. Each solution has initial costs 
for implementation and set up.

Remote work has been possible for many years. How-
ever, prior to COVID, only a small percentage of busi-
nesses used the remote solutions. Alexandra Cote said 

-

Reasons to Work Remotely
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now in hard times. The safety of your employees should 
always be a top concern and you don’t need a virus out-
break to conclude that telecommuting is safer.”

While many businesses view being forced into remote 
working as a disruption, more will see this as a forced 
experiment with a good outcome. However, if they 
move to the total remote model, other issues will show 
up. The employees miss their coworkers and may feel 
lonely. Communications is simply not the same for re-
mote work, even with the ability to have face-to-face 

owner, you may never quite trust the worker to be as 
productive as when you can see them working.

There are many barriers to a fully remote work sched-
-

mote work at home is the best solution. Remember, 
when you learn to work with people not physically in 

You can hire the top professionals from anywhere in 
the world who wouldn’t even consider your company if 

become the new metric rather than hours worked. The 
subtle change in your employees satisfaction could be 
the most important thing you would gain for your com-
pany. It’s certainly worth considering.
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Chapter Nine 
How to Evaluate Your 

IT Provider
Tim Taylor

In most businesses today, technology is moving from a 
functional process to a strategic necessity for success. 
As this trend continues, it will cause more companies 
to outsource their IT support. Flat rate services, called 
Managed Services, are a big part of this movement to 

is the predictable costs, but we will talk about some of 
the other reasons in this chapter.

When I started my business in the late 90’s, all IT ser-
vices were provided on billable time. We would show 
up at a client when they had an issue and if we were 
there 6 hours, they got a bill for six hours of our time. 
Other than checking their backup every once in a while, 
there was no regular maintenance going on. We would 
just wait till the client called us back to see them again.

In the mid 2000’s things started to change. Clients be-
came fed up with not knowing what they were going to 



Pa
ge

 9
8

Tech Up or Lose Out

tools were coming on the market too that allowed IT 
companies to do maintenance on PCs and servers with 
good reporting tools. 

We now do all our support on Managed Service con-

Some contracts are based on the number of PCs and 
Servers you have some are based on the number of em-
ployees you have. 

When I started converting my customers to our man-

billing you by the hour, I actually make more money 
they more problems you had. I didn’t want you to have 
them, but I made more money the more hours I was 
here. With our MSC, I make more money the less prob-
lems you have, as I don’t have to have one of my guys 
work on your issues. What do you think I am motivated 
for? I want everything to work well all the time. The 
same thing you want! 

Look for a Long Term Relationship

Ask your prospective MSP about the clients they have 
had a long time. You may even ask if you can con-
tact clients who have been with the provider several 
years. What you want to determine is whether the MSP 

-
tionship with you. Let me tell you a few client stories 

the company.

I had a call one day and the guy said he operated an 
equipment recycling company here in the US. The 
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company was owned by a company out of the UK. He 
explained all their equipment was old and he had been 
given approval to replace it. He asked me to come in, 
see what they have, and tell them what I recommend. 
The guy meets me at the door and walks me directly 
into their server room around the corner from the front 
door.

seven servers in this rack. I ask what each server does 
he began to say, “this server does this and this one does 
that.” Every server was doing exactly one function. So, 
I asked how many computers they had in this location. 
He looked at me and said “15”. I almost fell down. 
Note: One server can usually handle 50 or so users and 

He explained to me that every time he needed some-
thing new, his current outsourced IT guy said he need-
ed a new server to do it. Oh my gosh, they had seven 
servers and their parent company had said they could 
replace them all. I was the third company to come in 
and bid on the project. Guess what? The other IT com-
panies gave him a quote based on replacing all seven 
servers. I was the only one who quoted him ONE server 
and a backup system because that was all he needed.

The other companies planned on replacing seven serv-
ers because they knew they would make more mon-
ey and the parent company had approved the expense. 

After this experience with me, I got the long term busi-
ness. His company grew from 15 people to 50 in the 
next few years. So, basically we did what’s right for the 

How to Evaluate Your IT Provider
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more money because I chose to do what is right for the 
customer.

You never go wrong by doing what’s right for the client.

Many companies complain to me about how other IT 
companies seem to always be trying to sell them some-
thing. 

almost a hundred computers and they would not buy 
a good backup system. Can you believe it? I knew I 
had to do something for them, even though they did not 
want to pay for it. I had another client where I upgraded 
to a larger backup system because they had outgrown 
the existing one. 

So, I brought their old backup system to this client be-

contract was up in about six months I told them I put 
a good used backup system in there a few months ago 
and they agreed to pay the monthly price. Everyone on 
my team understands what’s right for the client and is 

anyone or take advantage of their trust in us. I have 
gone into places before where they had been so over-
sold. They might have a server big enough to handle 
150 computers when they only have twelve, like the 
case I shared earlier. It’s wrong and we just don’t do it.

IT Employees vs Managed Service Provider

Generally you will pay much less for a Managed Ser-
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take care of your network and your users. 

have over 100 PCs/Servers. It does not make economic 
sense to hire an IT person to manage your network at 
$60 to $90K per year when you have 30 PCs to man-
age. The other challenge you have is you cannot hire 
just one IT person. You need to hire at least two! What 
are you going to do when that person gets sick, goes on 
vacation, or just gets in over their head? 

By using an MSP you have a depth of support and the 
teams have extensive knowledge and ongoing training. 
These IT people will often have clients with similar is-
sues before you do. This means they will know how 
to handle pretty much anything that comes up on your 
network. It is also the MSP’s responsibility to keep 

-
sured, relieving you of that pressure. 

As a profession IT people are highly recruited. You 
may have a great internal person or team. What hap-
pens when they resign to take a higher paying job at 
a larger company with a two week notice? That will 
really put you in a bind. 

they are often overwhelmed with the day to day and 
don’t have the time to take on larger projects? Do your 

upgrades? Are they up to date on all new technologies 
coming down the pike? 

call it Co-Managed IT. We can divvy up the responsi-
bilities. Maybe we provide the help desk service and 

How to Evaluate Your IT Provider



Pa
ge

 1
02

Tech Up or Lose Out

-
up. More commonly, we would maintain your servers, 

-
dle the day to day.

At a minimum I strongly recommend that you have a 

them. Most MSP’s will take on projects for a fee when 
they are needed, however, we prefer to be already pro-
viding you some regular monthly service of some kind. 
Most of the best backup systems require that they be 
purchased through an MSP who is a dealer. 

The Big Question

With more than 20,000 MSPs in North America, it can 

business. I will tell you that all good MSP’s want you 
to succeed and grow! When you do better, they will do 
better. As you grow, your network gets bigger which 
means that you become a larger client for them. 

Questions to Ask a prospective MSP before 
taking them on 

How big is the MSP? How big are you? You need to 

you are. If you have 10 or 20 PCs, any MSP can take 
care of you. If you have 200 PCs/Servers then that is 
another matter. 

technical vs administrative? My MSP has been in busi-
ness for more than 20 years. We have clients from 10 
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What is the ownership structure? Is the owner also the 
-

man too? This MSP is probably not big enough to han-
dle your needs. Even if your company is pretty small, 
they will have a lot of small clients. When you have 
an issue, they may not be able to get to you in a timely 
manner.

clients to be ready to serve you when needed. While 

you want someone accountable to you. It’s best to have 
a dedicated network administrator assigned to your ac-
count. He won’t be the only person you see, but he will 
be most familiar with your network.

Important MSP Tools

Server? 

Can they help you develop a disaster recovery plan? 
You want to know if the company is a dealer for a good 
backup system to back everything up locally and also 
in the cloud. Having a good backup is not the only thing 
you need for your recovery plan. Your MSP should 
show you how you would get back up in the event of a 

to know they can get you back up and running in an-
other location, with all your data, in a few days. They 
also need to demonstrate how quickly you can get your 

How to Evaluate Your IT Provider
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sever back up in the event of a single server, multiple 
servers, or hardware failure.

Your MSP should provide detailed reports of your 
backup system and how well it is working. Ask them 

server and how quickly you can get it running again on 
the in house backup device. Make sure that you don’t 
just rely on backing up data in the cloud only. If you 

get your data back from the cloud. You need to be able 

of equipment in house, and quickly. Think how much 
money and customers you may lose if your network 
were completely down for several days. 

Your MSP should also provide you with a detailed re-
port each month or quarter on the health of your net-
work. This report should show every piece of equip-

-
cent of software patches have been applied to each ma-

-
port, or another one they can provide, should also show 
you the age and warranty coverage of your PCs and 
Servers. Generally you should use workstations for no 

the new PCs will be several times faster. You have to 

slow machines. It can cost you hundreds of dollars a 
month in lost productivity to have PCs that take 5 to 10 
minutes to boot up or reboot, instead of the new ones 
that have solid state hard drives in them that can boot 
up in under a minute.
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Be wary of an MSP that is always changing tools or 
anti-virus products. They need to take the time to select 
the best tools and then stick with them.

Experience in Your Industry

Does the MSP you are considering work in your in-
dustry already? Some MSPs only do medical, legal, or 
some other vertical. These can be great to work with be-

-
Works www.taylorworks.com, out of Central Florida, 
works with a broad range and types of businesses, legal 

-
ent industries so it allows us to help almost anyone. 

MSP’s that are usually at the higher end of the scale 

-
try the MSP may be the right one for you. 

Another thing to look for, and this is a big one, does 
your MSP understand what it takes for you to be HI-
PAA or GDPR compliant? If you are in the healthcare 
space, or an attorney that takes on personal injury cas-
es, you have to be HIPAA compliant. Your IT is a big 
part of you getting and staying HIPAA compliant. 

Make sure that your MSP fully understands how to pro-
tect your network and especially your data. You cannot 
count on your MSP just telling you not to worry about 
it. In fact, I recommend you have a HIPAA or security 
audit done by a third party company at least once per 

recommendations have been implemented or followed. 
Ultimately it is the business or practice’s responsibility 
to keep their data protected. 

How to Evaluate Your IT Provider
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Special MSP Features You Want

You’ll want to know if the MSP provides virtual Chief 

works for the MSP and should meet with you quarterly, 
or on a regular basis, to see how your company is doing 
and help you set budgets for the next year. They can 
also help you determine how IT can help you solve any 
business issues you are having. 

they may not be the right one for you. It is very import-
ant that these services be performed. You don’t want 

your license for this product has expired and it will be 
$XX thousand to renew it for the next year”. 

-
gain basement” one. Especially when it comes to some-
thing as important as your IT, cheaper is never better! 
Work with a respected MSP who has been in business 
for a while and has some depth in their team. Ask to 
talk to some of their clients and see how they have done 
for them.

Hiring the largest MSP in your area is not always the 
best idea either. You want to work with someone who 
wants and needs your business. Regional and national 
MSPs, and there are some, are almost never the best 
ones to work with. Again, you want to work with some-
one who needs your business. They will try harder to 
keep you happy. 

15 or less employees. Just make sure they have enough 
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reach the owner of the company. You can expect them 
to give you his/her cell number. When an owner is not 
easily reached, he is somewhat disconnected from his 
company. You may not want to work with them. My 
cell number is on my business card and on every email 
I send. I want my customers to contact me if there is 
a problem so I can help address it before it becomes a 
bigger problem.

Managed Service Contracts

When it comes to their Managed Service Contract, 

the contract, does it go up annually? What is the pro-
cess for asking for something outside the contract? Al-
ways ask for a quote for any special project and any 

rate to do a special project, like installing a new server. 

Does the MSP provide 24/7/365 support? Make sure 
before you sign a contract with them if you are going to 

Is it Time for a NEW MSP?

The checklist below is an overview of what you will 
want to know about your MSP. You can use this check-

you can determine if you are getting what you pay for 
each month. While you may think you rarely see them 
even though you pay every month. It’s quite possible 
this is a good thing. It could mean your network is run-

Believe me, it would not be working so well if the MSP 
weren’t doing a lot of proactive maintenance on your 

How to Evaluate Your IT Provider
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systems in the background.

Ask your employees how happy they are and get their 
feedback about these questions. You may already know 
the answers, but getting them to voice their opinion 
will help you learn more about their experience. If you 
decide to hire a new company, you are less likely to get 
resistance from them. 

What is their general response time? 

-
ent person?

Do you get monthly or quarterly reports on the 
health of your network?

Have you ever been down for more than a few 
hours due to a failure in the network?

Have you ever lost data because the backup 
system was not working correctly?

Does your MSP have meetings with you on 
a regular basis on the state of your systems, 
VCIO services? 

When you order new equipment, is it delivered 
and installed in a timely manner? 

Is their billing correct and accurate most or all 
of the time?

Can they solve most of your issues remotely?

Do you feel like you are being nickel and dimed 
for things outside your contract?



Pa
ge

 1
09

and see their answers. It will either let you know your 

to ask a customer or two of an MSP you are considering 

How to Evaluate Your IT Provider
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Chapter Ten 
Breaches & Forensics

Joe Goldstein

More than 2 Billion records were compromised in just 
ONE security breach in June of 2020. Facebook report-
ed that 540 million records of their users were impacted 
during 2019. Also, in 2019, First American Financial 
Corp reported the compromise of 885 million records. 
We read about security lapses and breaches almost dai-
ly that include household names such as Yahoo, Equi-
fax, and Hilton. Sadly, these all share a common bond, 
poor implementation of cybersecurity measures, and/
or human error.

If you think this kind of attack only happens to big or-

“Forty-three percent of cyberattacks are aimed at 
small business, but only 14% are prepared to defend 
themselves.” The article goes on to report these inci-
dents now cost an average of $200,000. With this high 
cost, it’s not surprising the headline in an article for 
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of-small-businesses-fold-within-6-months-of-a-cyber-
“60 

Percent of Small Businesses Fold Within 6 Months of 
a Cyber Attack.”

These malicious attempts to access or damage comput-
er data is a common occurrence in today’s world, for all 

to see the risk as when, not if, you will be attacked. In 
this chapter, you will learn what happens in a breach 

a 5-Step Incident Response Plan to help keep your data 
secure. 

Case Study

Company A had just completed an annual risk assess-
ment of their digital environment. They made several 

Overall, the changes helped improve their company’s 
security footprint.

However, one of the changes was not implement-
ed. The recommendation was for all credentials to be 
changed to access a remote desktop terminal server 

as a risk because the password and username were the 
same, and it had not been changed for several years.

communicated clearly to the client, no action was tak-
en. The client decided it would interrupt the daily pro-
cesses for their remote workers, and they didn’t want 
to make the change. This decision would prove to be 
costly.

Breaches & Forensics
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Attack on Company A

had found icons of people’s faces on a remote desktop 
terminal server. After the report came in, we did a quick 
analysis on the server and found multiple pictures of 
people and other images not related to the work of this 
company.

Seeing the pictures led to further investigation. This 
search led to the discovery the server had been compro-

and password. As we dug deeper, it became clear the 
device had been compromised for some time.

primary concern of the client was determining if the 
compromise of this device was used to gain access to 

and personal information. We suggested they contact 
the cybersecurity insurance carrier immediately to re-
port the breach.

We knew the insurance carrier would have resources 
to help the client leverage for the incident. The client 
contacted the insurance company who, among other 
things, put the client in touch with a security forensics 
group.

Over the next few days, we worked closely with the 
security forensics group. They were able to determine 
the bad guys had been using the device for social media 
phishing attempts on platforms such as dating sites and 
Facebook. Additionally, the forensics team was able to 
positively ascertain the server had only been used for 
this. The hackers had not moved to other servers in the 
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company environment.

Costs of the Attack

During the following weeks, as we were dealing with 

hours working on the breach. Even though we were 
able to show the bad guys did not move any farther 

the work required in the event they had to report the 
breach.

Preparation for reporting the incident was intense and 
-

rensics team had completed their assessment. If it were 
discovered that the breach spread beyond the impacted 
server and the information of others were involved, the 
team would have a minimal amount of time to do the 
reporting. They had to go about preparing all the pro-
cesses needed immediately. They had to:

1. Identify all the clients who might be impacted

2. Identify all the vendors who could help them 

3. Work with lawyers to craft the reporting an-
nouncement 

also had to start identifying the costs involved with 
complying with the needed reporting. The announce-

-

to potentially impacted clients was going to cost more 

many hidden costs of a breach, not to mention the dam-

Breaches & Forensics
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aging negative impact on their company’s reputation.

the silent toll of a breach is the amount of time stolen 
from the company’s leadership and management. Com-
pany A discovered that during this time, they focused 
almost solely on mitigating and managing the breach, 
rather than running the business.

This client had done many things correctly; they com-
pleted a security risk assessment and had already taken 
several steps to secure their environment based on the 

excellent example of doing 9 out of 10 things right, and 
the 10th thing is the one that causes a compromise.

At the end of the day, the client’s data was not breached 
beyond the single server, and they did not have to re-
port to any agencies or their customers. However, the 
cost in time, money, and anxiety was substantial. The 

the perceived impact of the password change on the 

5-Step Incident Response

-
-

is the act of violating an explicit or implied security 

breach.
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1. Preparation – The reality is most compa-
nies will have to deal with a breach at some 
point. Being prepared can help reduce the im-

above, the company had taken many of the pro-
active steps listed below. Having these things in 
place helped them before and after the breach 

Training
part of security awareness preparation for every 
company, it would be implementing a security 
training program. Statistics repeatedly show 
end-users are the primary cause of breaches. 
Your users are by far the weakest link in your 
IT environment. With training, this risk can be 

substantially help protect your company.

Policies and Guidelines: This is the core of 
your security model. The policies and guide-
lines will outline the behavior you expect from 

-
ship. In some industries, policies, procedures, 
and guidelines are required by law. Some of the 
things included in these documents are pass-
word policies, work-from-home policies, re-
mote policies, bring your own device policies 

and business continuity policies, etc.

Tools: A large part of protecting your environ-
ment is leveraging available tools. These tools 
can include the security risk assessment and 
training mentioned earlier, plus:

Breaches & Forensics
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• Firewalls

• Antivirus

• Endpoint Protection Tools

• Threat Assessment Tools

While the list above is not exhaustive, it is a 
good starting point for most companies. The 
ability to detect threats early is key to limiting 
the damaging impact of the breach. Our Case 
Study company had several of these tools in 
place. Even with tools, training, and policies 
in place, a bad management decision created a 
breach opportunity.

Insurance: Every business needs cybersecurity 
insurance today. It is crucial to understand what 
your coverage does and does not cover. Make 
sure your insurance broker or carrier goes over 
this with you in detail. Every company needs 
to evaluate its requirements for adequate cov-
erage. Even the smallest company should carry 
no less than $1,000,000 cybersecurity policy.

IT Professionals and Partners: Once a breach 
has taken place, no company has time to ne-
gotiate contract pricing and terms with an IT 

must have a trusted professional IT company 
in place. Having this resource available before 
an event will help the company move quickly 
toward a resolution. Most insurance policies 
will include the ability to bring on a security 
forensics team. However, you want to have an 
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IT relationship with a company that knows how 
to work with the forensics team.

2. Identifying the Threat
possibly the most important, step of a breach 
is identifying the threat quickly. Time is of the 
essence, and every minute counts. In most cas-
es, we rely heavily on our tools and end-user 

the breach, not technical tools. This will not al-

powerfully in your favor.

Classify the type of compromise: Once a breach 

classify what type of compromise has occurred. 
In the Case Study, the bad guys had no intent 
other than trying to phish and do evil things 

is not typically the case. Today, bad guys use 
CryptoLocker to encrypt and hold data for 
ransom. Even worse, they now often threaten 
to release the private data if the ransom is not 
paid. Quickly identifying the type of compro-
mise can markedly dictate how you go about 
the next steps.

Analyzing Compromised Systems: Now is the 

cybersecurity forensics team on call is very 
-

promised systems for indicators. This can be as 

on the desktop, or as complicated as digging 
through hidden nooks and crannies of the oper-

Breaches & Forensics
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of the bad guys. This analysis phase also great-
ly dictates the next steps. These may include 
shutting down the compromised systems or 

-
structure.

3. Triage and Analysis – This is where the 
rubber meets the road, and the teams really dig 
into the breach. There are four primary tasks 
during this step.

Gathering Intel & Evidence: Working with 
your security professionals, you will want to 
gather the evidence needed for them to do their 
forensic investigation. First, determine if you 
must stop the threat before gathering evidence. 
If you have found earlier that the threat is not 
spreading into your environment, it may be use-
ful to allow the threat to stay while you gather 
the evidence. Although the forensics team will 
ask for details they will use in their analysis; 
it is crucial to keep the company’s data safe. 
Keep in mind you want as few changes as pos-
sible. Controlling changes will assist in getting 
the best picture of what happened during the 
breach.

Stop the Threat: If you haven’t already done 
so, now is the time to stop the threat. You may 
simply need to remove the compromised de-

of the rest of the environment should be exe-
cuted at this point to determine if the threat has 
spread to other systems.
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Identify Goals of the Investigation: You now 
want to clarify the desired outcome/goal of 

might mean working toward proving the bad 
guys did not move deeper into the environ-
ment. You may want to know if they gained 
access to critical information or downloaded 
any data. For others, the goal may be only to 
identify how the bad guy got in, plug the hole, 

the forensics team will focus on providing data 
to support whether the goal is achievable.

Review and Analyze Intel and Evidence: At this 
point, the forensics team should have every-

-
idence provided to them. They will attempt to 
determine the bad guy’s intent, as best as they 
can. They will also identify how far the bad 
guys got and estimate the length of time they 
were in the environment without detection. As 
mentioned before, most breaches are not dis-
covered right away. In some cases, bad guys 
have been in place for months or even years.

4. Remediation – During this stage, you start 
to put your environment back together so you 
can resume a normal operating stance. This can 
be started while the forensics team performs its 
analysis. It is time to recover data from your 
backups or rebuild the compromised devic-
es. Unless there is no other choice, the device 

and placed back in service. There is no guaran-
tee all components of the compromise will be 

Breaches & Forensics
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removed. This is also an excellent time to re-
view security policies and procedures, plus up-
date your tools as needed. At a minimum, you 
should do the following as soon as possible:

Change all critical passwords, including do-
main, application, and email passwords.

Update security tools on all devices and run ap-
propriate scans.

Check backup systems to ensure they are run-
ning correctly, and the backup data is intact.

Retrain all users about the procedures needed 

5. Resolution – After the report is received 
from the forensics team and the environment 
is back online, it’s time to enter the phase of 
learning the lessons and root causes of the at-
tack. The goal of this exercise is to create an 
action list of steps to be taken to help prevent 
the issue from occurring in the future. Long-
term resolution items may not be completed in 
four weeks or less. These items tend to be more 
strategic. Some examples are:

Policy and procedure changes

Review and implement new tools

Review your insurance policy – The topic of 
prosecution may arise during the incident. You 
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should speak to your insurance carrier as well 
as local and federal law enforcement to deter-
mine if the challenges and costs of such cover-

Conclusion

This chapter covers a very complex topic at a very high 
level. It is critical to have even a rough understanding 
of the steps because it’s an unfortunate fact that breach-
es are a common occurrence in today’s world. Without 
a doubt, defending yourself is part of the cost of doing 

takes even the most simple and basic steps, you can 
reduce your chance of being breached and potentially 
reduce the impact on your business if a breach occurs, 
because you are prepared. 

Breaches & Forensics
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Chapter Eleven 
Cloud Services

Travis Barker

can be tough. Whether you are a startup or a rapidly 
expanding enterprise, there are many things to consid-
er. This chapter is going to give you some guidance 
for making decisions about cloud services. Decisions 
about where your data for your business will be stored 
depends on many factors. Keep in mind, what is called 

likely, this is not a one-time decision. It’s a good idea 

change in your business.

When you begin the question about where your data 
should reside, it is prudent to take the time and due dil-

your business needs. I recommend you enlist the ser-
vices of a Managed Service Provider to help you make 
this decision. IT, in general, is hard to keep up with 
as it rapidly changes. A decision about cloud services 
to add an extra layer of complexity. Consultation with 
someone whose job it is to stay up with technology is a 
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great idea to save you time and money in the long run.

With a wide range and growing number of cloud solu-

maintaining your own systems. In a world of special-

-
ter equipped to handle it.

consider using the cloud:

Data center on the cutting edge, and very adept 
to changes

Easier compliance to industry regulations

Multi-layered security protocols

Virtual servers dedicated to each small business

Application consolidation and portability 

Time savings because the cloud provider will 
update when needed

As you begin to answer the question about where your 
data should reside, it is prudent to take the time and 
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perform due diligence to look at every angle so you 

world of cloud services, you will commonly hear two 
-

puting. Let’s look at them one at a time.

SaaS

If you are a new company, you probably operate ex-
clusively in this space. This is typically where you pay 
a subscription for a designated service. Some exam-
ples are: Quickbooks Online, Microsoft 365, Google 

-
box. All of these are subscription services that can be 
called SaaS. In most cases the subscription covers an 
all-inclusive cost for maintenance, licensing, updates, 
and other miscellaneous costs we might overlook. The 

Compared to installing software on location, you are 
typically looking at large, one-time expenditures. Some 
of those expenses are hardware for the server, battery 
backup units, data storage, and licensing for each of 
those. Although the up-front costs are large, the cost 
savings come in after the fact, because you aren’t pay-
ing the recurring fee for cloud services. Also, most on 
location solutions require a bit more technical expertise 

-

IT company is highly recommended.

Cloud Cost Comparison

-

Cloud Services



Pa
ge

 1
26

Tech Up or Lose Out

crosoft cloud software and services. NOTE: Although 
the cost of licensing and cloud services with Microsoft 
are fairly static, keep in mind these numbers represent 
cost during the summer of 2020. Also, Licensing can 
be its own jungle to navigate. This chapter is not about 
licensing, but I’m showing some of the requirements so 

Exchange Server for Email

You would need the following to host on location:

Microsoft Server Standard 2019 - $899

Microsoft Exchange 2019 - $700

are typically best purchased in sets of 10.

Microsoft Server – User CAL $39.60 each x 

Microsoft Exchange – User CAL $94.00 x 10 

Cloud Exchange Online

The pricing is a bit more simplistic. 

Microsoft does require an annual commitment, but that 
would only be $48 per user, per year which is a total of 
$480 per year for ten users.

company with 50 users. Let’s go through the num-
bers again, but with 50 users. The cost remains $4 per 
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month, per user. Yet, with 50 users, the Microsoft Ex-
change Online would now cost your business $2,400 a 
month. In four years, your cloud services would now 
cost more than a locally hosted solution.

While we have used numbers for Microsoft in these 
samples, these numbers are typical for cloud solutions 
when compared to locally hosted solutions. Still these 
numbers are a small piece of the picture. The other costs 
mentioned earlier, hardware, backup solutions, uninter-
rupted power supplies, and others, are a little harder to 
quantify. You will want to add in consideration of the 

it integrates. Understand the consequences of both.

look both directions, you probably need to ditch them 
because they aren’t doing what’s best for you. They 
should be challenging you and asking you questions 
about your growth, where you are now, and what is best 
for you now and in the future.

and can vary wildly depending on needs and require-

spot” for your company. You will also want to consider 
the risks regarding a power outage and other things. 
Are those risks acceptable for your company? 

Ask yourself, at what point do you need to start eval-
uating your situation to determine if you want to keep 

-
sion you will want to have with your IT professional 
early in the process so you will be prepared for han-

Cloud Services



Pa
ge

 1
28

Tech Up or Lose Out

Cloud Computing

As the cloud grows, the line between SaaS and Cloud 
computing becomes somewhat blurred. With Cloud 
Computing, you pay for what you use, as you use it. It 
is the on-demand availability of resources. A user has 
access to high-capacity data storage and computing 
power without direct active management of the sys-
tems. The sharing of resources creates economies of 
scale for a growing number of companies. 

power, storage, and business processes previously only 
available to large enterprises. It also enables a compa-
ny to instantly scale up/down according to business de-

of cloud computing are endless. They can do more with 

operates. Increased mobility is causing some small 

policies. Companies who have adapted to the cloud are 
enjoying many options for integration between other 
cloud-based providers and it saves the company a lot of 
time consuming work between various software need-
ed for their business.

Still, some people remain concerned about handing 

Think about it this way, major cloud providers actually 
build a lot of security mechanisms into their systems 
to guarantee they cannot access your company’s data. 
If just one of them was caught spying on one of their 
users – or helping others access the data – the whole 
multi-billion-dollar industry could collapse overnight.
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Case History

they wanted to migrate to a new software solution 
which would require a database server. When we eval-
uated the options for this 3-man shop, we looked at 
the cost of hardware, licensing, etc. The total cost was 
north of $10,000. This was hard to swallow for a shop 
this small. 

using Virtual Machines in the cloud and paying as 
-

tier, to $2.00 per hour at the highest tier. To operate on 
this cloud server, it wound up costing roughly $150 per 
month. When you average the price of about $1,750 
per year, it becomes easier for a business to make the 
upgrades. In some cases, there can be additional cost 
savings for the life cycle of the hardware.

Cloud solutions are operating expenses, similar to rent-
als or leases. With a typical cloud solution, you are not 
buying expensive hardware to host the software. You 
are not responsible for updating or maintaining the 
operating system, software, or any of the framework. 
The cloud is hosted in a data center with reliable and 
fast internet speeds, a luxury not every company can 

about such as electricity costs, power outages, backups, 
-

tions, etc. This list can get to be quite long depending 
on what type of software you need to roll out.

Cloud Services
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Small Business Solutions

The cloud is complicated, yet it has been embraced at 
the enterprise level. Large companies can quickly inte-

they can do this is because cloud service providers have 

-
tions, most of the software they use is not practical for 

SMB. Here are some of the processes you can use to do 
much of your business from the cloud using Microsoft 
tools:

-
cation 

and group management

Control access to company information using 
levels of login credentials and risk based iden-
tity management

-
ability

Automatically protect user identities and cre-
dentials 

Help meet governance requirements to avoid 
compliance issues

Generate reports – including security reports
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guest users

Integration with 3rd party identity governance 
partners

Branding capabilities for portals/login pages

Set up a Microsoft Store for Business

Create policies and rules for use

Not all of the Microsoft applications have all of these 
capabilities. This is why you will need an IT profes-
sional to help you select what helps you, based on a 
complete consultation. We are all in the business of 
change, whether we like it or not. Everything is chang-
ing all the time.

Of course, Microsoft is not the only provider of cloud 
services to the SMB and it may not be perfect for your 
company. However, cloud computing is complex, even 
for a small company. One thing I know for sure is an 
SMB needs to take advantage of meager resources to 
stay up with new advances in technology. Because the 
owner has limited time, enrolling a technology partner 
to keep them up to date has become useful to many 
SMBs.

Drawbacks to the Cloud Solution

This chapter has given you a lot of positives and it may 
make you instantly think cloud solutions are the best 
way to go. Yet, you need to look at the drawbacks too.

In the long term, cloud solutions will typically cost 

Cloud Services



Pa
ge

 1
32

Tech Up or Lose Out

your business more money. You pay for the conve-

the only consideration between locally hosted solutions 
compared to the cloud. 

Depending on the function of your business, you may 

scattered with only one or two people running it. The 
workforce may do their work from home, or require 
a more agile-based solution. When it comes to mobile 
agility, cloud solutions are the reigning king because it 
typically uses a browser-based web application which 
can be accessed from anywhere.

If you are a startup, or growing business it is smart to 
consider the option of cloud services instead of the lo-
cally hosted option.
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Chapter Twelve 
 

Communications
Mathieu Manaigre

Since the beginning of human life, we have invented 
-

ers were built on the Great Wall of China in 221 B.C. so 
guards could send smoke signals to warn of approach-
ing enemies. In both World Wars, carrier pigeons were 
used to carry messages with speed and accuracy. Since 
1876 the groundbreaking telephone technology has 
been credited for changing the world. Yet none of these 
creative ways to communicate comes close to the mul-
titude of ways to communicate today.

Among all the rapidly changing aspects of technology, 
communications has become one of the biggest impacts 
on our daily life. It’s almost too hard to handle! Com-
munication happens on Facebook, Twitter, Instagram, 

text messaging, email, and the list goes on. 

Whatever happened to just picking up the phone?
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Granted, all these tech-
nologies do bring a lot of 
advantages to business. 
However, if not properly 
managed, it can also intro-
duce a lot of issues. I like 

-
munications as a collection 
of tools helping the team 
better communicate with 
each other. It combines phone calls, video conferenc-
ing, instant messaging, email, SMS, fax, and many oth-
er technologies into one single platform.

As the recent 2020 pandemic has shown us – the ability 
-

pandemic would have prevented many businesses to 
continue working. Without continued communication, 
it could have caused a larger recession and more busi-
nesses would have closed their doors.

Continue our daily meetings with our team

Close deals online instead of in person

Use our phones as though we were still in the 

-
ware without losing a beat

solution can bring many advantages such as increased 
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productivity, reducing costs and travel time, improved 
collaboration, and easier management. However, if not 
properly managed, these tools can quickly have the op-

Increased Productivity

“… take email. It was supposed to make us all so much 
more productive. Did it? Or maybe it just enabled us to 
send and receive a lot of email.”

~ David Sax, Author, The Revenge of Analog ~

According to a 2019 article in the Wall Street Journal,  
-

cessing-more-and-more-business-apps-study-
-

has increased 68% over the past four years. They were 
-

10% of businesses now have more than 200 apps in 
their technology stack. Smaller businesses tend to have 
less, however in 2015, small businesses were averaging 

may be a little hard to believe, taking a quick glance at 

this trend.

Don’t get me wrong – I love apps. In fact, you may 
even consider me an application addict. I love discov-
ering new pieces of software and learning how I can 
apply them to my business to help with productivity 

more applications, we tend to forget the amount of time 
spent going between apps. The dual entries…the back 
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and forth…the confusion…or remembering who is on 
what platform, etc.

productivity applications so it can all be done from one 
central pane. A single window to manage your calls, 
your projects, your tasks, team messages, calendars, 

Some would text me, and some would only communi-
cate by email. It became confusing and hard to manage. 

productivity booster.

-
nications CAN increase your team’s productivity – if 
used properly. Without a clear Acceptable Use Policy, 
it can equally become just as disruptive to your team’s 
productivity as the infamous Facebook time suck if left 
unmonitored.

Personally, I’m a stickler for time. And if you’re a busi-
ness owner, I assume you are too. I hate lost time since 
you can’t get it back. I think of time as the ultimate 
currency. You only get so much every day. You need to 
be extremely careful how you spend it.

accessible and information can be sent to them instant-
ly. However, this also means more disruptions and un-
planned multitasking will occur. Worse yet, when these 
channels are being used to share silly animated gifs or 
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other media not related to work, it can slow down the 
entire team.

Communications platform, you want to make sure 
you can control or remove the ability for your team to 

animated gifs, personal communications, or other time 
wasters.

Your team also needs to understand what acceptable 
use of the tools are. You can do this by simply includ-
ing a detailed list of accepted and unaccepted use in 
your policy which each team member will be required 

https://avenirit.com/freeaup/ and download a free tem-

Now, you may not agree with me on this one – and I 
suppose it all depends what kind of entrepreneur you 

you work on the business, you want to be able to turn 

It’s great to be able to reach your employees instantly 
– but I sure as heck don’t want that amount of distrac-
tions and disturbances in my day. I want the ability to 

up on them once or twice a day. It is an absolute must to 
ensure I don’t waste my day away getting sucked into 
working IN my business, instead of ON the business.

Reduced Costs and Easier Management
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properly. Sure, there is the upfront cost of selection, 

be up and running fairly quickly.

While my purpose is not to persuade you to use a spe-

Communications game for some time now. Solutions 
like 3CX or PBXact by Sangoma have done nearly ev-

years. 

Microsoft has been making a lot of noise as a plausible 

microsoft.com/en-us/microsoft-365/microsoft-teams/
-

ly they’ve added the ability to make phone calls from 
your mobile, desk application, and desk phone. Tie this 

and many other apps, and all of the sudden, you have 
quite a contender.

While other tools allow more control of your data, in-
cluding where you host your server, where your com-
munications logs are stored and other things, they also 

365. At the end of 2019, more than 53% of businesses 
already use this software. During the COVID-19 pan-
demic, it is reported more than 12 million new users 
were added to the Microsoft platform. This makes MS 
Teams a potential heavyweight in the industry. Re-
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advantage, as most employees are already familiar with 
the Microsoft suite of products.

-
cations tool like Microsoft is the reduction of the time 
wasted and increased disruption:

Managing multiple solutions

Supporting multiple solutions

Monitoring multiple tools

You can now chat with colleagues, schedule online 
meetings, access and collaborate on documents, make 
phone calls, and so much more – all from one single 
platform. And the cost is near or less than what you 

Cloud and Remote Access “Built-in”

When North America was forced to have their entire 
workforce go home for work in March of 2020, busi-
nesses which had adopted Cloud solutions were bet-
ter situated to weather the storm. Businesses without 
Cloud based communications struggled to access their 

with their clients. I can only guess they also struggled a 

It blows my mind when I visit potential clients with a 

solution. The costs associated with the management, 
monitoring, upkeep, upgrades, patches, and security 
are simply not worth it, when compared to solutions 

-
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hosting, and managing your own solution. However, 
-

cial and business sense to go with an all-in-one, Cloud 
based solution.

-
ployed Teams and it has become our central platform 

-
ents, and with our prospective clients. We even imple-

when something isn’t right.

When you understand your needs, implement the tools 
-
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Chapter Thirteen 
 

Protection – Firewalls
David Steger

In the 2006 movie Firewall, Harrison Ford plays a bank 

career has been built on his ability to design theft-proof 

Jack had been introduced to Bill as a possible client. 
It turns out it was all a setup. A team led by Cox were 
holding his wife and two children. To save his family 

break into his own network to help the bad guy steal 

banks.

The scenes have Harrison Ford portrayed as a tech ge-
nius security expert. The thriller is peppered with a lot 
of running, shooting and cars being blown up. Howev-
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er, the technology is pretty much Hollywood at its best.

Let’s start with the insane amount of typing code re-
quired to enable the bad actors to get the massive 
computer systems programmed to carry out their evil 

time and the faster the better. In real life, pretty much 
-

system. Not to mention the testing, testing, and more 
testing programmers do to get their programs working 
correctly. 

The scene where Jack tears out the scanner bar from a 
multi-function printer to interface with his daughter’s 
iPod, for the purpose of scanning account numbers as 
they pass by on the computer screen. Yeah, like that 
happened!

Some days I wish IT were that sexy, but in reality it’s 
not. The actuality of IT is it’s challenging. This is par-
ticularly true for a business owner who really has no 
idea what is needed to properly protect the company 
network. Bad actors are out there and seeking ways to 
get into your network and steal your data. It’s a com-
plex problem growing ever more complex each day. 
One thing aligns with this non award-winning Holly-
wood production Firewall, there is a constant struggle 
between good and evil on the internet. As an IT pro-
fessional, we like being the likes of Captain America 
because he is sexy, virtuous, and works hard to save 
businesses from the perils of hackers, script kiddies and 

Who Are the Bad Guys?



Pa
ge

 1
43

-
-

tions, primarily on the dark web. There the bad guys 
can access a part of the internet not indexed by search 
engines. Although this type of activity is done all over 
the world, some countries are known for being very 
good at this type of crime. In fact, some companies ac-
tually sell crime as a service. Cybercriminals can buy a 

hack into your computer system. They will sometimes 
even give a money back guarantee. If the program 
doesn’t work, the criminal will get their money back.

Script kiddies are beginners and these people often sim-

their employer is involved in criminal activity. At the 

money.

A lot of the work is done in the background with mali-
cious computer programs, called bots or robots, simu-
lating human activity. They can download the software 
onto your computer to enable cybercriminals to do their 
activity. They can conduct phishing scams, distribute 
spam, spyware, and malware from your computer sys-
tem without your knowledge. They can also scrape 
data from your system with plans to reuse it elsewhere. 
Whether they want to swipe personal data to sell on the 
dark web, or simply undertake criminal activities such 
as fraud, you and your business is at risk.

Because hackers with bad intent are able to make a 
lot of money, their power to damage your business is 
growing rapidly. Your protection against this invisible 
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failure for your business.

Do I Really Need A Firewall?

I cannot tell you how many times I have heard the 

had a dollar for every time I was asked it, I would be a 
millionaire, well maybe more like I could buy a really 
nice car, maybe. 

In all seriousness though, there are major misconcep-
tions that only big companies and big networks need 

actors. Contrary to that belief all businesses, regardless 

the never-ending onslaught of cyber threats. 

As an example, right now we are in the midst of the 
COVID-19 virus pandemic which has spread massive 
amounts of fear and panic across the world. We know 
fear in many ways will naturally cause people to let 
their guard down when in search of hope. Hackers have 
taken advantage of this crisis through phishing emails 

-
cy.

These scams include impersonating government orga-

solicit donations or trick users into downloading mal-
ware; pretending to have information about govern-
ment stimulus payments; and phishing attempts aimed 
at workers who are working remotely.

Google saw over 18 million daily malware and phish-
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ing emails related to COVID-19 in early April 2020 
which was on top of the already 140 million daily spam 
emails related to the coronavirus.

Over half of all cyber-attacks are targeted at small and 

security and therefore making them more susceptible 
to attack and compromise. It is unfortunate but 60% of 
small businesses do not survive a cyber-attack, forcing 
them to close up shop within six months after the secu-
rity event. That is just an astounding statistic! Further-
more, when talking about real dollars that are spent, 
on average businesses spent $133,000 on ransomware 
attacks in 2018 which is everything from identifying 
what is infected, where the attack came from and deal-
ing with recovery, which can be restoring systems from 
backup or in the worst case scenario, paying the ran-
som to get access to the encrypted data.

What is a Firewall and What Does it Do?

applications. Some are built into web routers. And oth-
ers are part of a computer’s operating systems. For a 
business owner who is not a techie, we will focus on 

network and the internet.

-
sion attempts from the internet, while keeping your 
data in your private network where it belongs. A simple 

allow in or out of the network, bits and bytes that are 
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-

doors, otherwise known as ports in the tech world. 
These ports are used by software and computers for a 

443 communicate with web servers and email systems 
use port 25 between email servers out on the internet. 
Malicious activities from many varieties of threats 
must pass through these ports to gain access to the net-

out of the network.

Simplistic Example: Think of it like a block wall into 
your building. You want to give permission for the de-
livery guy to leave packages for you. You can take one 
of the blocks out to give them access and they can put 
the packages through the wall and into a designated 
box. You may even have a security camera so you can 
watch the hole in the wall and see who’s putting the 
package in the wall.

tell you a true life story to help you understand some-

seemingly from the business owner. It instructed them 

It turns out some hacker had gotten into the company 
email system and studied the key management team. 
He was able to understand a little bit about how the 
team communicate so he could duplicate the protocol 
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and language of the business owner. The hacker used 

person, so the request seemed legitimate.

The practice is so common, it has a name – CEO Fraud. 

The total amount requested was more than $100,000. 
The money was to be sent in three separate wire trans-
fers. When the fraud was discovered, the company got 

thousand to the hacker.

My company has had to deal with this type of fraud as 
well. We have a policy internally to not do wire trans-
fers without written approval and me going to the bank 
in person. Someone tried to impersonate me in an email 

in the sentence structure and how I was requesting the 
money. She said it didn’t sound like me. She called me 
asking about the wire transfer I had requested. My an-

she forwards any request for a wire transfer to me. 

So even I could be a victim of CEO Fraud and have 
created policies to protect our company.

The criminal element in computing looks like a legiti-
mate business. So we, as true business owners, have to 
go through all these gyrations to protect ourselves from 
people who are in the business of defrauding people 
and stealing other people’s money.

Ransomware operatives are big negotiators. They will 
negotiate with you because that’s their payday. If they 
tell you they want $60,000 to get your data back and 
you respond by saying you can do without most of it, 
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say they will charge you only $11,000. They will act 
as if they are doing you a service by recovering your 
own data. 

small business more than $120,000 to recover. In this 
particular case, the business had no choice but to pay 
up. Ouch! To add insult to injury, it was the business 
owner’s activities that caused the compromise. Double 
ouch!!

In the big companies like banks and big chain stores, 
the fraud is done by someone sitting behind a keyboard. 
They are highly skilled specialists. For the smaller 
companies, like mine and yours, the ways to access 
your data are done via bots. Once the automated system 

Firewalls and Cloud Services

Some people think having your data in the cloud elim-

do have certain advantages to securing data, they are 
still accessed by computers that still need to be protect-
ed. A good example is keystroke logging, also called 
keylogging or keyboard capturing. These are software 
programs to record the keys stuck on a keyboard. The 
software can be useful to assist in troubleshooting and 
supporting networks. They can keep an eye on ques-
tionable users on the network. While these programs 
are not necessarily illegal, they can give bad actors 
information you don’t want them to have about your 
business activity. These criminals can use this key-
stroke data to infect computers, steal passwords, record 
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information like credit card numbers, PIN codes and 
bank account.

Firewalls are worth their weight in gold in more than 
preventing hackers from accessing your information. If 
a business is subject to compliance regulations such as 

providing reports and documentation on network activ-
ity. Firewalls can also help enforce company policies 

(UTM)

to protect networks from malicious attacks and unau-
-

phisticated and the attack vectors have become more 
vast, the technology has needed to keep pace with the 
evolution of threats to better defend against them.

 technol-
ogy to check ports and network addresses of the in-

considered a standard and an economical method of 
ensuring network security. But it is largely outdated as 
it is virtually helpless to protect against advanced mal-
ware.

 are a go-between when connecting to 
other networks. It essentially acts as a middleman in 

-
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walls ensure that the two networks never come in direct 

the network, making decisions on whether the allow 
or deny further access. A good analogy would be the 
proxy is the middleman but also acts as the security 
guard, checking the entry pass of anyone attempting to 

-

Since its wide use in the 90’s, it has since declined in 
use.

dynamic 

deep into a deep technical conversation on the technol-
ogy, the simplest way to explain it is stateful inspec-
tion keeps a history of what is coming in and out of 
the network, comparing the data packets to ensure con-

in that it was faster in the inspection process. It became 
necessary as threats became more sophisticated, larger 
in volume, as well internet bandwidth speeds started to 
increase.

-

evolution into the NGFW was again driven by the mas-
sive number of threat vectors that exist now compared 
to past history. NGFW technology not only provides 

NGFW goes far beyond, into deeper inspection meth-
ods giving them the ability to identify attacks, viruses, 
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malware, and many other threats. Typical advanced 
feature of NGFW’s include application awareness and 

-
-

tering, sandboxing, among other capabilities.

to secure is becoming harder. With the proliferation of 
new business innovation, mobile workforce, many pri-
vate and public clouds, the Internet of Things, there has 
been an explosion of network attack surfaces. Business 
leaders are now faced with the ever-expanding threat 
landscape from malicious nation-states, indirect supply 
chain attacks and information threats. 

Firewalls will continue to evolve. Their range of abil-
ities and functions will expand to meet the needs of 
protecting our evolving business and our dependence 
on computer connected systems.
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Chapter Fourteen 
Business Continuity 

Planning
Dale Schwer

BEWARE: If you are going about your business with-
out a business continuity plan, you are at risk. In Tolk-

a dragon out of your calculations, if you live near one.”

In life and in business things happen. There is always 

life. When bad things happen in your business, all your 
hard work can be gone, or at least severely disrupted 

-
evitable future of disruptions. It really isn’t a matter 
of whether these things will happen, it’s when it will 
happen and which risk will hit you the hardest.

A business continuity plan is focused on keeping the 

full recovery can be made. The plan will detail all the 
pieces necessary to mitigate the disruption to your busi-
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necessary steps to maintaining all business functions 
as quickly as possible. With this level of planning, you 
will immediately know the procedures for getting back 
up and running and the instructions for everyone in the 

It is important you take the time to deem what could 
come in and hurt you as a business. Your assets need 
protection, and need to function as quickly as possible 
after a disruption .

You will see the relationship between all the aspects of 
a business continuity plan in the diagram below. When 

-

-

put a business continuity plan in place. 

Threat Analysis

The assets at risk have 
many facets and come in 
many forms. These assets 
may be physical items such 
as hardware, software, peo-
ple, and buildings. They 
can also be non-physical, 
such as intellectual proper-
ty, trademarks, vendor re-
lationships, skills, training, 

and productivity provided by the business. Keeping all 
assets safe from threats is imperative.

Business Continuity Planning
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thourough threat analysis. 

Each threat must be accounted for in the plan. The risks 

business. While the likelihoood of a hurricane hitting 
the center of the country are slim, there are probably 
other natural causes of risk no matter where you are in 
the world. 

1. Accept the Risk – If you deem the risk is 
small and there is not a need to take action if 
the risk occurs, you can accept the risk. Some 
of the reasons for accepting risk are the cost 
to implement a strategy outweighs the cost 
of the asset and sometimes the risk is so tiny, 
you have better use for your time. Acceptance 
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the risk to its fullest extent. It’s easy to look at 
small risks and forget parts of those threats that 
can make it more dangerous to our business 
than originally thought.

2. Avoid the Risk – Avoidance is a strategy to 
use when you know the risk is great enough 
there would be no advantage, so you avoid the 
risky event. An example would be when a client 
needs a big project accomplished. If the proj-
ect goes poorly, the client might hire another 

summer months, you may decide to avoid the 
risk by scheduling the project later in the year. 

season, there is more risk of the project going 
poorly. You avoid this risk and schedule the 

3. Transfer the Risk –One way of transferring 
risk is purchasing insurance. With insurance, 
you are transferring the threat from yourself 
to the insurance company. Another form of 
transfer is to delegate tasks to a specialist of 
that task. An example of this is the setup of Of-

-
ect can be time consuming and have many pit-

responsibility to a third party vendor with ex-
perience in this type of project pushes the risk 
to the specialist. Transference arrangements are 
written up into contracts for the project.

4. Mitigate the Risk – The most commonly used 

Business Continuity Planning
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risk management technique is mitigation. It’s 
also the hardest to understand and the hardest 
to implement. With mitigation, you limit the 
impact of the risk. If it occurs, the problem it 

-
ple, if you are launching a new product web-
site, you can mitigate the risk of lost sales by 

to customers. If the sales team tries to demon-
strate it to customers and don’t understand the 
product, they can’t give good demonstrations. 
As a result they will make fewer sales and the 
business will have less revenue.

5. Exploit the Risk – When a risk has a positive 
impact, you can exploit it. In the 1984 Ameri-
can movie The Terminator, it showed a war be-
tween man and an out of control killer machine 

of AI are discussed by many people includ-
ing Elon Musk. The world uses technology to 
make it a better place. But what if technology 
turns on them and causes a war? AI has this 
possibility. Many companies are using AI to 

Another area of big technology risks are in the 
-

jor risks, but if a cure is developed, the positive 
outweighs to negative risks.

Business Impact Analysis (BIA)

One of the major parts of the business continuity plan is 
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which are the most important to business operations. 
An example would be if a business selling a product 
on their website and the website goes down for a spec-

The BIA will look at every asset, determined by the 

each asset. The BIA tries to determine every possible 
risk and quantify it for a risk value.

Lifecycle of Business Continuity Plans

your business, it will have 
a lifecycle with four major 
stages. We’ve already dis-
cussed the analysis stage, 
but it is only the beginning. 
This four stage cycle is on-
going if you want to keep 
your business ready for 
handling risk.

needed to recover the business when risk has occurred.

Design Solutions

This is the stage to put a plan together for what happens 

the structure: the who, what, where, and when of the 

Business Continuity Planning
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business continuity plan. When this plan is designed 

in the threat analysis and what is deemed necessary to 
protect the business.

Implementation

During the implementation stage, all the pieces of the 
plan come into place. The analysis and design stages 
have prepared the business to implement the plan. Now 
it is time to take action based on the design solutions in 
the written plan.

Validation or Testing

would be on a sunny beach drinking Mai Tai’s. When 
I ask them about the plan, and when it was tested last, 
the business owner usualy cannot answer the question. 

WHAT IS THE PURPOSE OF ALL THE OTHER 
STAGES IF YOU ARE NOT GOING TO VALIDATE 
YOUR WORK WITH A TESTING PROCEDURE?

There are multiple methods for validating/testing your 
plan. Below is a short list of them, but before I give 

your business continuity plan, I want to caution you…. 
make sure all players involved with the plan are avail-

on notice. Nothing is worse than having people upset 

Do a Checklist test
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Perform a Walkthrough test

Conduct a Simulation test

Parallel testing

Full Interruption test

Review the Plan

Just because you have a plan today does not mean the 
plan will work tomorrow. It is important to review the 
plan for new risks on a regular basis. You will also want 

-
pecially as technology evolves. The plan should not be 
willy-nilly. Put it on the calendar as often as is neces-
sary for your business.

Business Continuity Planning
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Chapter Fifteen 
Business Intelligence

Phil Wright

When a business reaches a certain level of success, get-
ting to the next level can seem daunting. The business 
will encounter obstacles which will feel out of the own-
er’s ability to control. Typically when this happens, the 
business will plateau and no matter how hard they work 
it seems impossible to break through to the next level. 
Businesses that want to grow need to build and deploy 
Business Intelligence systems, processes, visibility, 
and accountability to scale up. 

Business Intelligence (BI)

Business Intelligence reduces the time it takes to dis-

awareness, the business owner and the team can quick-
ly take action when needed. BI streamlines budgeting, 

overview of critical data in the business. 

-
mously said that he runs his entire business from his 
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smart phone. How do you think that is possible? How 
is it possible to run a nearly 150 billion dollar company 
from an iPhone? The answer is that Marc has boiled 
down his company’s most important numbers onto a 
single pane of glass. He’s built a Business Intelligences 
Owner’s Dashboard. At a glance, Marc can see how 
the company is performing in all critical areas which 
enables him to identify early stage problems, forecast 
results, and have a real-time pulse on net new sales and 
customer satisfaction. That’s Business Intelligence. 
Marc knows what numbers to watch in order to man-

world. 

Ask yourself these questions to help evaluate 
if you need Business Intelligence in your com-
pany:

Do you have real-time visibility of all of your 

and output? 

Are you pulling data from multiple sources 
manually to make decisions?

leadership team to the product team know in 
real-time if you’re winning or losing?

Does your company have goals, are they pub-
licly visible, and are they updated in real-time?

Does your business make important decisions 

and leverage objective-based data?

Business Intelligence



Pa
ge

 1
62

Tech Up or Lose Out

How Business Intelligence Helps My 
Organization

In the summer of 2019, I attended a conference with 
James Kernan and other IT professionals. When one of 

-

business intelligence, it was clear I needed to imple-
ment BI in my business. 

improvements in all areas of the company. We have 
seen improvements in the response time for tickets, 

numbers. We set goals for growth in each department 
and monitor our ability to achieve them. 

In fact, everyone in the company is now involved in 
achieving measurable goals – all the time. We have 
placed monitors throughout the company facility where 
everyone can see the data supporting our achievements. 
We can also all see where we need to improve in order 
to reach goals for individuals, teams, departments, or 
for the companywide vision.

One of the things I like best is the fact the data is auto-
matic and reported in real time. At any time of the day, 

-
ues. I can see what is being done and make corrections 
immediately when needed. 

I cannot imagine running my company without business 
intelligence today. Later in this chapter I will share what 
we do, including actual screen shots from my own com-
pany dashboard, so you can see how BI operates for us.
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Business Intelligence for Your Business

BI can help your business operate at its peak perfor-
mance. It can help you make snap decisions based on 
facts, rather than feelings and intuition. It can help you 
predict the future based on prior results so you can 
make wise and strategic decisions resulting in the great-
est impact. BI enables CEOs, leaders, and managers to 

-
partments, production, and processes are performing. 
Most importantly, it can help you turn raw data into ac-
tionable decisions and predictable results and can help 
you see or be alerted to potential problems before they 
turn into colossal catastrophes. 

BI helps businesses to make smarter and faster de-
cisions. It gives quick at-a-glance answers to critical 
business questions without delays or human bureaucra-
cy. Good BI can help your business benchmark its per-
formance against competitors, the industry as a whole, 
and even create some internal competition between 
teams within your own company. BI doesn’t lie. BI is 
the ultimate representation of facts that state objective-
ly where you are today, at this moment, and where you 
have already been. 

How to Find Business Intelligence Data

Data collecting and data mining is essential for busi-
nesses. Today, all modern businesses from the small 

business are all creating hundreds to millions of data 
points every single day. This data is created through the 
activities of prospects, customers, quotes, sales, inven-
tory, assembly, shipping, labor, etc. Most of this data is 

Business Intelligence
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every day to conduct normal operations. These apps 
include your Accounting, Customer Relationship Man-

software.

If your business is operating on popular software from 

it’s highly probable your business already has a moun-
tain of Historical Data. Possibly you even have some 
Realtime Data that you can build Business Intelligence 
on today. Whether you host your apps in the cloud, 
on-premise, or both, you can build BI if there are meth-
ods to access the data. 

Data stored in the cloud is usually accessible via Appli-

access the data directly, it’s possible to build your own 
Business Intelligence. 

How BI Data is Consumed and Analyzed

Business Intelligence can be consumed in multiple 
forms such as Reports, Dashboards, Alerts, and Auto-
mation. Most businesses start their BI evolution with 
Reports and then implement real-time Dashboards and 
eventually add Alerts and Automation. 

BI Reports are printable snapshots generated 
on demand by visiting a website, launching an 
app, or scheduling an email. These can be de-

recurrence patterns. For example, in our orga-
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report is emailed that displays the sales perfor-

report is emailed to the sales manager and each 
member of the sales team. This daily email 
helps with accountability and visibility within 
our sales team.

Figure 1

BI Dashboards are typically accessible via 
a website or an application. The dashboard 
can be setup to show either real-time data or 
historical data. Some dashboards are static, 
where you cannot interact with the data that 
is displayed. Other dashboards are interactive, 
meaning you can click on a gauge to get the 

-
tion we have mounted 42’’ and 65’’ TVs in each 
department that are connected to small form 
factor computers displaying real-time rotating 
dashboards. For example, the Sales Depart-

See Figure 
2
Goals Dashboard for 1 minute, then repeats. 

Business Intelligence
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All the dashboards automatically refresh every 
few minutes and change color between green 

-

instantly how they are performing and how the 
company is doing at all times. 

Figure 2

BI Alerts

email, text message, business process work-
-
-

software to notify a service manager if a ticket 
is inactive for more than 3 days. The service 

alerting them of the ticket number, the custom-
er, how long it’s been inactive, and which tech 
is assigned to the ticket. The concept behind 
BI Alerts is to notify stakeholders of potential 
problems before they become major problems. 



Pa
ge

 1
67

BI Automation is, for most Small to Mid-

-

or timely decisions. This takes your compa-
ny to the next level by removing unnecessary 
bureaucracy and speeding up various business 
processes. The manufacturing industry has 
operated this way for decades, with Just-In-

where companies execute on demand orders of 
equipment and parts to suppliers when inven-

for companies to conduct commerce directly 

thus reducing human errors and expediting the 
whole process. 

Deploying the BI Dashboard

you really need to ask yourself some important ques-
tions. What are our problems that we want to improve? 
What are our core objectives with BI? Once you are 

can begin investigating what data points you already 
have in your business that you can measure. 

I suggest implementing a 10-Step, 60-day plan to get 

We will discuss each of these steps in detail below.

Business Intelligence
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What do you want to improve in your business? Do 

Customer Satisfaction? All of these are common strug-
gles and, in many cases, the goals that business owners 
would like to improve. I suggest starting with a short, 

-
ing it limited, you can get a Minimum Viable Product 

get this dashboard in the hands of your team as quickly 
as possible. You can always go back and add, iterate, 
and improve from there. Don’t be tempted to imple-
ment every possible goal for your business at this step. 
It’s not going to be very impactful if it takes you six 

make sure they are realistic. If the goals are unrealistic, 
and therefore not achievable, people won’t even try.

Make sure your goal is meaningful and measurable, 
-

meaningful or measurable and will not work.

-
out a clear list of activities to achieve the goals, they 
are just dreams, which will likely never happen. Sim-
ply measuring the goal instead of the activities that are 

dashboard is to let people know if they are winning or 
losing on the activities required to achieve the goals. 
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$250,000 in new revenue next quarter” what are some 
good activity goals your company could use to measure 
as an indicator that you’re going to achieve this goal? 
Activity Goals for a Salesperson might be:

1. Calling 90 prospects per workday

2. Emailing 15 prospects per workday

3. Booking 10 appointments per month 

of an activity or goal at a particular time. A gauge is a 
visual representation of a KPI. A gauge can be a just 
a number, a percentage, a graph, etc. A Smart Gauge 
indicates to the viewer instantly if the gauge is winning 
or losing based on the target thresholds. For example, if 

sales calls are made each day, a Smart Gauge will dy-
namically change color to indicate its relative status to 
the target thresholds. 

to have 90 sales calls completed each day, you could 
setup two Smart Gauges. One could be a cumulative 
gauge that adds up each call as they occur throughout 
the day and changes color based on the target thresh-
olds. The other could be a gauge that measures how 
many calls were made in the last hour and indicates 
whether you’re on target to meet your daily goal.

Business Intelligence
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Figure 3

-

gauges, a maximum of two gauges per goal. 

Step 4 - Design Your Dashboard 

I’ve learned it’s much easier to draw your vision of 
See 

Figure 4

First, it forces you to think through all of the informa-
tion you want to display. Second, it makes it clear to 

Being a Product Manager and Developer myself and 
working with software developers and designers for 
more than 20 years, I can tell you that details do get 
lost in translation. Physically handing a developer a 
drawing of what your desired vision is will clear up a 
lot of the confusion and get everyone on the same page.
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Figure 5

Business Intelligence 

How do you envision using the BI? It’s important to 
know how you will use the data because your choice 
of the platform that everything is developed on needs 
to match your vision of how your company will use 
it. Otherwise, you’ll be disappointed in the results and 
will have to spend more time and money rebuilding on 
other platforms. For example, if your vision is to have 
highly visible dashboards on TV’s throughout the of-

and taken into consideration when picking the right BI 
platform for your business. 

Is the BI platform mobile friendly, is it launched by 
an application, or is it a website? Many BI platforms 
require interactive actions on a mouse and keyboard 
to pull up data or switch between dashboards. If your 
goal is to have your dashboard displayed on a TV and 

periodically, that will only work with some platforms. 
Think carefully how you plan to consume the data be-
fore choosing a platform. Your BI consultant can help 
you understand the pros and cons of what the best BI 
platforms are for your particular needs. 

Business Intelligence
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Step 6 - Assemble Your BI Dev Team 

company. Unless your company already has an in-
house Software Developer, Database Administrator, or 
Data Analyst you’re probably going to have to hire an 

before and can show you examples of how they work. 

Building a BI solution is almost always a custom solu-

is some canned software that data can be pulled from, 
chances are if you have more than one data source you 
will need those linked up and it will take a develop-
er to help build it for you. It’s important to pick the 
right team for this type of work. It’s highly probable 

more and you will want it faster. Pick the right BI Dev 
Team that can move fast and make the biggest impact 
for your business. 

Step 7 - Analyze Existing Data

In conjunction with your BI Dev Team you need to re-
view the major goals from Step 1 and the gauges you 
want to measure from Step 3 to determine what dat-
apoints you can retrieve from your apps. The BI Dev 
Team should be able to identify which gauges can be 
built and which ones cannot. Note this step can take 
some time and if your Step 1 list requires pulling the 
data from multiple sources it also will take longer. I 
recommend pulling data from just one app data source 
and not attempting to merge two or more data sources 
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Step 8 - Build & Deploy a Prototype 

The purpose of building a prototype and getting it 
into the company’s hands is to work through all of 
the unforeseen technical hurdles that are going to oc-
cur throughout the process. The prototype is a proof 
of concept to validate what is possible to build with 
the least amount of cost and time. Your objective needs 
to be to get something up and running as quickly as 

protype to show just one dashboard and two gauges. 
Once those two gauges are functioning, begin imple-
menting the dashboard through the company. Share the 
dashboard and mount the TVs as soon as possible. Get 
the dashboard in the hands of the people fast. 

Step 9 - Build & Deploy an MVP 

In the software development world an MVP is a Min-
imal Viable Product. It’s a slightly more developed 
product than the protype you launched in Step 8. A 

-
tive to be a single full featured dashboard for a single 
department. Keep it simple and focus on one dashboard 
and conquer that dashboard before moving on to anoth-
er. Once your MVP is ready, deploy it!

Step 10 - Iterate and Improve 

Now that you have a BI MVP deployed in the work-
place it’s time to begin working on other dashboards. 
Throughout this process you will continuously iterate 
and improve your dashboards. 

Business Intelligence
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Tech Up or Lose Out

Use BI to Transform Your Business

Like I said earlier, I found BI has transformed my 
own business. There are things you want to make sure 
are present to experience the transformation yourself. 

High Visibility: Over time it will become clear what 
gauges are most important and which ones really don’t 
matter. Just make sure the highest impact gauges are 
visible to your people. This visibility will improve 
performance and you will get buy-in from employees 
when there is a sense of competition. The objective of a 
good dashboard is to get everyone on the same page at 
a glance. Within seconds they know if we are winning 
or losing.

: Not only will the BI help 
you stay ahead of your competitors, it will also create 
internal competition. Displaying leaderboard gauges 
with scores lets everyone know they are in the game 

trophy”—who is the top producer today, this week, this 
month, this quarter? It is easy to motivate and reward 
individuals, teams, and your entire company when 
you are keeping score and they know what is at stake. 
Gamify it, make it fun, make it competitive, and have 
a worthy reward prepared for when the big goals are 
achieved. 

Quarterly Reset: I suggest reviewing all of the KPIs 
and dashboards with your leadership team at end of 
each quarter at minimum. Verify that the most import-
ant goals you want to accomplish for the upcoming 
quarter are tied to KPI’s that are front and center on 



Pa
ge

 1
75

goals are realistic and achievable. Make any necessary 

goals as needed. 

Operating from a Dashboard: Once all the key depart-
ments and teams have their dashboards, build yourself 

-
tion your time is limited, and it is not realistic that you 
will be reviewing 15 reports and dashboards every day 
to know how well the company is doing. Take the most 
important KPIs that indicate the health of your organi-

business from the numbers on this dashboard. Mount a 

that you will see 100x a day. Remember, if it’s out of 
sight, it’s out of mind. 

Additional Resources

The best BI platforms and tools will change over time. 

Brightgauge for real time dashboards. We use Micro-
soft Reporting Services for scheduled BI Reports, and 

services. To view my favorite dashboards, latest tips, 
and recommendations visit www.accentconsulting.
com/bi-book. 

Business Intelligence
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